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1. ���?� 

 "#$%&'�#()*+�+,-."#$/012/#$3$4/#-5#"26.75�89!:;55<=&�364
:$&=(:,.1-�>,?%&'�#3:2-�#!@#" 3@� �#5?(:A�"#$%&'�#B2!/012).1��4��"#$
/012/#$C$02"$?= �"#$>,? DE."#$B2!"#$$&=/�!B�# /#$ >7�(�012!5#"* #@
742!"#$B2!FG4��4).1@.2-G�2-�#!3@�C-<6-&H!)I#�C4"#$=$D"#$).1@.2-G�3@�(%.-!%2)&H!��
(�D!:$D@#J>,?*<JK#% 6&!�&H�)I#�C4�&" D5&->,?FG4(�.1- �#L364%&'�#M&"-K#%
B2!+*$!B�#-+)$*@�#*@(%012�C4(%.-!%2>,?(:A�).1%2�5"&=FG4=$D+K* 

(*$02B�#-(*,012�).1(N%#?"D5 )Mobile Ad hoc Network -MANET) (:A�

(*$02B�#-B2!2<:"$J]*I#� J>==(*,012�).1364).1(�012@7�2"&�(%012$&=/�!B42@G,

$?C �#!"&�+6-3@�2#M&-/8#�.^#� )base station) 3@�@."#$* =*<@5#"/� �",#! 

>,?$G:>=="#$(�012@7�2B2!2<:"$J]*I#� J>==(*,012�).1364).12-G�K#-��

(*$02B�#- C$02$G:>==B2!)2%2+,-. )topology)�&H�/#@#$8(:,.1-�>:,!3642-G�

7,26( ,# B9H�2-G"&=* #@($e >,?)DM)#!��"#$(*,012�).1 5#" 

 

                                                           
 

 

 

,&"fJ?6&!",�# 59!742!@."#$%&'�#+:$+7*2,*4�C#(/4�)#!/I#C$&=

(*$02B�#-(*,012�).1(N%#?"D5(%012�C42<:"$J]6&!",�# /#@#$8$&=/�!B42@G,$?C �#!

"&�364 

2.  ��
�C�96@�a����7�bZc���	���	��B��� 

 

2.1 *<J,&"fJ?B2!+*$!B�#->==>26g2"  

+*$!B�#->26g2"(:A�+*$!B�#-).1:$?"2=64 -+�6).1@.* #@/#@#$8��"#$

(*,012�).13642-�#!2D/$? 59!)I#�C4+*$!B�#->26g2"(:A�+*$!B�#-).13@�@.+*$!/$4#!

).1>���2�>,?(:,.1-�>:,!7,26( ,#�2"5#"�.H"#$/012/#$$?C �#!*G�+�6-&!

:$#M5#"5<6(B4#89! ��"#$* =*<@"#$(B4#89!7& ",#! )I#�C4+�6>7�,?+�6742!@.

* #@/#@#$8��"#$5&6"#$"#$(B4#89!7& ",#!36464 -7�(2! �2"5#"�.H+�6��

+*$!B�#--&!742!@.* #@/#@#$8��"#$5&6(/4�)#!/I#C$&="#$/�!B42@G,36464 -

7& (2! )I#�C4+�6)<"+�6��+*$!B�#-742!)I#C�4#).1(:$.-=(/@02�"&=2<:"$J]5&6

(/4�)#! (Router) j91!5?5&6(/4�)#!"#$/�!>%e"("7B42@G,3:-&!+�6:,#-)#!364 

*<J/@=&7D201� k ).1/I#*&LB2!+*$!B�#->26g2" /#@#$8/$<:364 6&!�.H 

2.1.1 )2%2+,-.>==%, &7 (Dynamic Topology) +�6��+*$!B�#->26g2"

5?@."#$(*,012�).12-G�7,26( ,# +6-"#$(*,012�).1B2!+�6(:A�>==/<�@6&!�&H�

$?==5?3@�/#@#$8*#6"#$J]"#$(*,012�).1B2!+�6364 j91!/�!F,�C4)2%2+,-.

B2!+*$!B�#-@."#$(:,.1-�>:,!2-G�7,26( ,#)I#�C4,I#=#"��"#$* =*<@"#$

(B4#89!7& ",#!��+*$!B�#->26g2" 

2.1.2 "#$/012/#$(:A�>==C,#-�� !(�012@7�2 (Multi-hop communication) 

(�012!5#""#$/012/#$��+*$!B�#->26g2"(:A�"#$/012/#$"&�+6-7$!+6-3@�F�#�

5<6B2!"#$(B4#89! 6&!�&H�+�6>7�,?+�65?742!@.* #@/#@#$8��"#$(:A�/8#�.

/�! /8#�.$&= >,?/8#�.$?C �#!)#!+6-84#"#$/012/#$("D�$?-?B2!"#$/�!B42@G, 

(Transmission range) "#$/012/#$�&H�5I#(:A�742!2#M&-+�6$?C �#!)#! 

(Intermediate node) ��"#$/�!B42@G,�&H�3:-&!+�6:,#-)#! j91!5?(Ce�364 �#-D1!@.

"#$��4+�6$?C �#!)#!@#"B9H�()�#�6* #@j&=j42�B2!+*$!B�#-"e5?@#"B9H�

()�#�&H� 

2.1.3 "#$:oD=&7D"#$(:A�>=="$?5#-MG�-] (Decentralized operation) 

/8#:;7-"$$@B2!+*$!B�#->26g2"@.+*$!/$4#!).13@�>���2� 2.")&H!-&!3@�@."#$

A Survey of Secure Routing Protocol in MANET  
("#$/I#$ 5+:$+7*2,(/4�)#!"#$/�!B42@G,).1:,26K&-B2!(*$02B�#->26g2") 

Atibodee Maleehual (545020198-5), Hatairat Wongsuphan(545020146-4) 
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* =*<@"#$(B4#89!7& ",#!>==$ @MG�-] 6&!�&H�+�6)<"+�6��+*$!B�#-742!@.

* #@/#@#$8��"#$5&6"#$"#$(B4#89!7& ",#!$ @89!"#$* =*<@"#$3C,B2!)

$#uuv"�C4364/@$$8�?+6-$ @).16.).1/<6+6-"#$��4@#7$^#�).1+�6)<" k +�6

$&=$G4$� @"&� 

2.1.4 B425I#"&6)#!64#�>=�6] D6)] (Bandwidth constrained) "#$/012/#$>==

3$4/#-5?@."#$��4:$?+-��]$ @B2!"#$��4>=�6] D6)]).171I#" �#"#$/012/#$>==

��4/#- (�012!5#"F,"$?)=B2!"#$(B4#89!>==C,#-)#! (Multiple access) (u

66D! (Fading) /&LL#J$=" � (Noise) :;LC#B2!/8#�.).1j�2�($4� (Hidden 

station problem) >,?:;LC#/8#�.).1$&=u;!364 (Exposed station problem) (:A�74� 

j91!F,"$?)=B2!:;LC#(C,�#�.H)I#�C4"#$��4:$?+-��]B2!"#$��4>=�6] D6)]@.*�#

71I#" �#*�#>=�6] D6)]/G!).1/<6).1/#@#$8��4364 

2.1.5 B425I#"&6)#!64#�%,&!!#� (Energy constrained) %,&!!#�B2!2<:"$J]).1

��4��+*$!B�#-"e(:A�*<J,&"fJ?C�91!).1/I#*&L (�012!5#""#$/012/#$��+*$!B�#-

>26g2"(:A�>==C,#-�� !(�012@7�26&!).1364",�# 3:>,4  6&!�&H�(@012%,&!!#�B2!

2<:"$J]7& C�91!7& �6C@63:C$023@�(%.-!%2��"#$/�!B42@G, 2#55?/�!F,

"$?)=��"#$/�!B42@G,K#-��+*$!B�#-364(%$#?N?�&H�:;55&-).1/I#*&L��"#$

22">==+%$+)*2,"#$5&6(/4�)#!K#-�74B425I#"&6%,&!!#�*02"#$)I#�C4+�6

C$022<:"$J]).1��4!#�:$?C-&6%,&!!#��C4@#").1/<6()�#).15?)I#364 

*<J/@=&7D7�#! k ).1@.F,"$?)=7�2/$$8�?B2!$?==6&!).1",�# B4#!74�(:A�

*<J/@=&7D).1/I#*&L).1�&" D5&-364�C4* #@/��5>,?�I#3:/G�"#$22">=="#$

)I#!#�64#�7�#! k (��� * #@/#@#$8��"#$5&6(/4�)#!(%012�C4/�!>%e"("73642

-�#!$ 6($e  "#$%&'�#��"#$C#7I#>C��!B2!+�6:,#-)#!C$02"#$5&6(/4�)#!

��"#$/�!B42@G,(%012�C4364(/4�)#!).1:$?C-&6%,&!!#�@#").1/<6 (:A�74� 

 

2. 2  * #@:,26K&->26g2"($4#)])D!+:$+7*2, 

($4#)])D!+:$+7*2,/I#C$&=(*$02B�#-3$4/#->26g2"/#@#@#$8>=�!22"(:A� 

3 :$?(K)=�%0H�^#�"#$:$&=:$<!B42@G,",3",��"#$)I#!#� (*$02B�#-3$4/#-

>26g2" *02 $.>2*).u (Reactive) (:A�"#$)I#!#�7#@* #@742!, +:$>2*).u 

(Proactive) (:A�"#$)I#!#�7#@7#$#! >,?3g=$D6   6&!��$G:).1 1 364>/6!89!

:$?(K)($4#)])D!+:$+7*2,)&H! 3 :$?(K)>,?$#-"#$B2!($4#)])D!+:$+7*2,).1

/#@#$8��4!#�3647#@:$?(K)7�#!k 

      2.2.1 ����� �� �����>������������ ��8 (REACTIVE) 

"#$*4�C#(/4�)#!>==$.>2*).u364$&=(/4�)#!).15I#(:A� (@012742!"#$ 5#""#$

��4"#$/8#:�#"#$"$?= �"#$(�012@7�2 (��� +:$+7*2,C,&"3@�/#@#$8

>,"(:,.1-�B42@G,(/4�)#!).1@."#$(:,.1-�>:,!(:A�$?-?k ��=)* #@/� ��.H5?

@<�!(�4�89! 3 +:$+7*2,*4�C#(/4�)#!>,?($012!(".1- * #@:,26K&-=#!$<�� (��� 

6.(2/2#$] (DSR)[1] , (2+26. . AODV[2] 

   
$G:).1 1  Ad hoc routing protocols [1] 

 

- ����>���G (DSR)  

6.(2/2#$][2] *02"#$22">==+:$+7*2,7#@* #@742!"#$(/4�)#!).15I#"&6
>=� D6E] +6-"#$* =*<@>%e"("e7��(*$02B�#-3$4/#->26g2" 5#""#$:$&=:$<!
B42@G,��7#$#!(/4�)#!7#@* #@742!"#$��+:$+7*2,*4�C#(/4�)#!>==            
+:$>2*).u  3@�@.=.*2� )/&LL#J) (3@�5I#(:A�742!@."#$:$&=:$<! (g,+, >%e*

("e7(:A�$?-? j91!8G"��4(%012>54!�C4+C�6(%012�=4#�)$#= (52�C]/&�   364>=�!
:;LC#B2!"#$*4�C#(/4�)#!��/2!%0H�).1 "#$*4�C#(/4�)#!>,?"#$:$&=:$<!
(/4�)#! ��,I#6&=+C�6).1/012/#$"&=+C�6201���(*$02B�#-  ��($D1@>$"*4�C#
(/4�)#!).1(C@#?/@ ��4"#$/�!>%e*("e73:).1+C�6:,#-)#!5?(:A�2-�#!�.H5�"$?
)&H!3@�@."#$(:,.1-�(!012�3B 
��B&H�72�*4�C#(/4�)#! ($D1@74�"#$/�!7#@>%e*("e7$42!B2(/4�)#!, "#$$?=<

(:}#C@#-��"#$).15?(:A�(/4�)#!).15I#(:A� >7�,?+C�6B9H�2-G�"#$$&="#$$42!B2
(/4�)#! +6-)&1 3:"#$/�!jHI#7#@*I#$42! 84#3@�@.* #@%$42@��"#$/�!5?/I#(�#*I#
$42!(/4�)#! (@012+C�6:,#-)#!$&=*I#$42! 5?/�!",&=*I#$42!B2(/4�)#!3:).1FG4
($D1@74� "#$>/6!$#-"#$(/4�)#!5#""#$$42!B2 @#" �#"#$/�!7�2*I#$42!  j91!
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+C�6(:}#C@#-/�!",&=>)�).1*I#72=$&=(/4�)#!/I#C$&=>7�,?/I#(�#B2!"#$$42!
B2(/4�)#!).1364$&= 6&!�&H� 59!)I#"#$(,02"(/4�)#!).1@.,�#�4#71I#/<6 >7�>%e7("e7$42!
B2(/4�)#!  >7�,?>%e*("e7$42!B2(/4�)#!5?/$4#!C@#-(,B,I#6&=B2!+C�6 
+6->C,�!).1@#>,?(/4�)#!).1F�#�@#  +C�6).1364$&=>%e*("e7$42!B2(/4�)#! 
7$ 5/2=C@#-(,B,I#6&==�>%e*("e7"�2�/�!7�2    C@#-(,B,I#6&==�>%e*("e7
*02��4:}2!"&�"#$("D6,G:>,?"#$C,."(,.1-!"#$/�!C,#-*$&H!B2!(/4�)#!).1$42!
B2!>%e*("e7(6.- "&�5#"+C�6).1364$&=F�#�C,#-(/4�)#! 
(%012:$?+-��]B2!+C�67& ",#!).1��4+:$+7*2,("e=(/4�)#!��C��2-

* #@5I#�&1 *$#  )<"B42@G,).1(:A�3:364��"#$/"&6>C,�!B42@G,(/4�)#!).12-G���
B42@G,>%e*("e7  84#+C�6",#!)I#"#$$&=*I#$42!B2(/4�)#!@.(/4�)#!+C�6
:,#-)#!��(/4�)#!* #@5I#�&1 *$#  ��"#$72=",&=B42@G,B2!+C�65#""#$
/�!B42* #@*I#$42!",&= >,?�/�B42@G,5#"+C�6).1@.B42@G,3:-&!+C�6:,#-)#!  
3642ED=#-2&,"2,D)9@>=e*22u *02"#$C,.""#$��4!#�>%e*("e7).1@."#$$42!B2
=�2-k("D6"#$u,&66DH���(*$02B�#- (@012:,#-("D6"#$*,#6(*,012�    6.(2/2#$]5?
2�<L#7 %D"".H->=e*"DH! (piggy-backing) B2!B42@G,>%e*("e7).1@.B42* #@$42!B2
(/4�)#! +6-B42@G,>%e*("e7/#@#$8/�!>%e*("e7B42@G,5?8G"/�!3:%$42@"&=
B42* #@).1$42!B2(/4�)#! 
 

 
$G:).1 2 "#$/8#:�#"#$(�012@7�2(/4�)#!��6.(2/2#$] [2] 

 
��B&H�72�"#$=I#$<!$&"f#(@012@.+C�6��(/4�)#!).1(*,012�22" "�2�C4("D6"#$

(�012@+-@��(*$02B�#-3$4/#-(/.-C#-  +6-5?@.B42* #@).1=2"89!(/4�)#!).1
(/.-C#-).1/$4#!B9H�5#"+C�6).12-G�7D6"&=+C�6).1(/.-C#-  +C�6).1(:A�
>C,�!B42@G,5?)I#"#$($D1@74�/8#:�#*�#�C@�2."*$&H!  $#-"#$>*�).1+C�6>,?
+C�674�)#!5?8G"(2#22"(@012@.B42FD6%,#6��(/4�)#!B2!>%e"("e7).1364$&= $G:
).1 2 >/6!�C489!"#$)I#!#�B2!6.(2/2#$] 

(@012+C�6 1 742!"#$/�!B42@G,3:-&!+C�6).1 15 �&H�5?)I#"#$/�!*I#$42!B2
(/4�)#!>$"3:-&!)<"k+C�6(%012�=4#�   >7�,?+C�6(%012�=4#�5?7$ 5/2=
(/4�)#!��>*� 84#@.B42@G,:,#-)#!"e5?>/6!$#-"#$22"@# >,?/�!*I#$42!B2
(/4�)#!",&=3:-&!FG4/�!  84#3@�%2(/4�)#!6&!",�#  5?/�!7�2*I#$42!B2(/4�)#!3:
-&!)<"+C�6).1(:A�(%012�=4#�  7#@,I#6&=(%012C,."(,.1-!"#$("D6,G:  >7�,?+C�6
(%012�=4#�5?7$ 5/2= 84#@.* #@%$42@��"#$/�!7�2*I#$42!B2(/4�)#!5?��4
C@#-(,B,I#6&=@#�� -     :,#-)#!+C�6).1 15 5?72=",&=)<"k*I#$42!B2
(/4�)#!).1364$&="&=*I#$42!72=",&=   C�91!>C,�!).1@#5?$&=)<"*I#72=",&=

(/4�)#! "&="I#C�6( ,# (%0125?364/�!B42@G,7#@(/4�)#!).15I#� �g2u).1�42-
).1/<6  6&!��7& 2-�#!(/4�)#! 1-5-4-12-15   84#@."#$C-<6(�012@+-!$?C �#!+C�6 
12 >,? 15  �&H�5?)I#�C4+C�6/�!B42@G,3C,%,#6 (+C�6 12) 5?/�!B42* #@
(/4�)#!).1FD6F�#�3:-&!>C,�!).1@#     j91!>C,�!).1@#5?)I#"#$/8#:�#(/4�)#!
�C@� +6-/�!B42* #@$42!B2   )<"+C�6).12-G�$?C �#!",#!,=B42@G,(/4�)#!��
>*�C@6 (%012$2)I#"#$/$4#!(/4�)#!�C@�2."*$&H! 
��/� ��.H3@�@.($012!(".1- "&=:,26K&-@#2ED=#-$� @64 - j91!(%.-!>7�2ED=#-89!
C,&""#$(=0H2!74�B2!6.(2/2#$]   $ @89!"#$5&6"#$)$&%-#"$).13@�364��4  
7& 2-�#!(��� 84#@.+C�67& ",#!3@�)$#=).12-G�:,#-)#! 7& +C�65?"#$/�!7�2*I#
$42!B2(/4�)#!3:-&!)<"+C�6(%012�=4#� 
 

 
$G:).1 3  "#$7D67�2(/4�)#!�� (2+26. . [3] 

 
- �������� (AODV) 

(2+26. . [3] ,&"fJ?"#$)I#!#�*,4#-6.(2/2#$]@#"   6.+26. .)I#!#�+6-
/#@#$8/�!*I#$42!B2(/4�)#!3:-&!:,#-)#! +C�674�)#!>,?+C�6",#!5?
5&6("e=B42@G,ge2u8&63:).1/26*,42!"&="#$3C,/I#C$&="#$/�!>%e"("e7B42@G, 
* #@>7"7�#!).1/I#*&L$?C �#! AODV >,?201� k =�+:$+7*2,(/4�)#!* #@
742!"#$*02"#$��4C@#-(,B,I#6&=:,#-)#! (DesSeqNum) ).17$ 5/2=89! &�).1
(/4�)#!3:-&!:,#-)#!  +C�65?:$&=:$<!(/4�)#!:,#-(%.-!()�#�&H� 84#
C@#-(,B,I#6&=:,#-)#!B2!>%e"("e7��:;55<=&�).1364$&=@.*�#@#"" �#+C�6
,�#/<6 B42* #@B2(/4�)#!6I#(�D�C"$#-"#$ : $?=<>C,�!).1@#, $?=<:,#-)#!, 
C@#-(,B,I#6&=B2!>C,�!).1@#, C@#-(,B,I#6&=:,#-)#!, $?=<"#$"$?5#->,?
�� !( ,#).12-G� 

��$G:).1 3 (@012+C�6C�91!/�!*I#$42!B2(/4�)#!  +C�67& ",#!5I#/�!7�2*I#$42!
C$0272="&=64 B42* #@(/4�)#!  84#@.(/4�)#!).1FD6%,#6).1:,#-)#!   "#$$?=<
"$?5#-/&LL#J>,?$?=<74�)#!*02��4/2!2-�#!64 -"&���"#$7$ 5/2= 84#
+C�6).1$&=>,4 364/I#(�#*I#$42!B2(/4�)#!"�2�C�4#   +C�6).1@#2#5364$&=
@#"" �#C�91!*I#72=j91!��"$J.�.H@&�5?364"I#C�67�2).1B42* #@(%012(,02"B9H�2-G�
"&="#$�&=g2: )<"+C�6 "�2�).15?/�!7�2>%e*("e7  5?("e=*�#"$?5#-/&LL#J
>,?C@#-(,B+C�6"�2�C�4#5#").1B2@#   5&=( ,#).1��4>,4 +6-+C�6",#!�.H
(%012,=$#-"#$�.H��"$J.).172=3@�364$&="#$$42!B2 C#"@.B42* #@72=",&=).1
+C�6",#!).15&6("e=2."*$&H!$?=<22""$?5#->,?+C�6"�2�C�4#�.H5#").172=@# 
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(2+26. . 3@�/#@#$8:$&=:$<!(/4�)#!).1B#664   (@012"#$(�012@7�2B#6  j91!5?8G"
"I#C�6+6-"#$/&!("7=.*2�C$02B42* #@>2*(ACK)  +C�674�)#!>,?
:,#-)#!5?364$&=>54! )+C�6:,#-   (+C�674�)#!(@012)I#"#$(�012@7�2�C@�64 -
�&H�:,#-)#!).1/G!" �# 7#$#!).1 2 >/6!,I#6&=B2!B&H�72�>7�,?"$J.B2!+C�6 1 
).17&H!�5/�!B42* #@3:-&!+C�6).1 15 ��(*$02B�#- 6&!).1>/6!��$G:).1 5 

/D1!/I#*&L).1* $5I#89!* #@>7"7�#!C,&!B2!6.(2/2#$]>,?(2+26. .  6.(2/2#$]
+:$+7*2,*4�C#(/4�)#!��(*$02B�#-3$4/#->26g2"7#@* #@742!"#$()�#�&H�    
(2+26. .*02"#$($D1@74�"#$(�012@7�2j91!$ @)&H!/2!*026.(2/2#$]>,?6.(2/2#$] .[48]  
�I#",3">==7#@* #@742!"#$%0H�^#�B2!"#$*4�%=(/4�)#!>,?"#$
=I#$<!$&"f#(/4�)#!5#"6.(2/2#$]  $ @89!"#$��4"#$*4�C#(/4�)#!>==g2:7�2g
2: C@#-(,B,I#6&=>,?/�!*�#=.*2�(:A�$?-?5#"6.(2/6. . 

(2+26. .3@�364�C4* #@:,2-K&-"&=)<":$?(K) $ @3:89!"#$5&6"#$%,&!!#�
",�# *023@�364��4!#�3646.  7& 2-�#!�� 84#+C�67& ",#!3@�)$#=).12-G�:,#-)#! 
5?)I#"#$/�!7�2*I#$42!3:-&!)<"k+C�6��(*$02B�#- 

 
2.2.2 ����� ����� �����>������������� ��8 (PROACTIVE) 

 ��(�D!$<"C$027#$#!"#$B&=(*,012�B2!+:$+7*2,*4�(/4�)#! (��� 6.
(2/6. . DSDV[4] C$02 +2>2,(2/2#$] OLSR[5]   )<"+C�65?("e=B42@G,
+*$!/$4#!(*$02B�#-��$G:>==B2!7#$#!(/4�)#!64 -B42@G,"#$*4�C#(/4�)#!
7#@$?-?).1@."#$(:,.1-�>:,! +6-)&1 3:>,4 B42@G,��"#$*4�C#(/4�)#!5?3C,
3:��(*$02B�#-)&H!C@6 (@012�6"e7#@).1+C�6742!"#$(/4�)#!).15?3:-&!+C�6
:,#-)#! @&�5? D1!3:7#@(/4�)#!).12&,"2,D)9@*4�C#(/4�)#!364C#3 42-�#!
(C@#?/@>,4 =�+*$!/$4#!B42@G,).13648G"=I#$<!$&"f#3 4 

- 6.(2/6. . (DSDV) [4] 

+:$+7*2,).1"I#C�&6,I#6&=B2!+C�6:,#-)#!64 -6D/>7�j]( "(72$] 
(Destination Sequenced Distance Vector protocols )  (:A�2&,"2,D)9@).1$?=<89!
(/4�)#!).1/&H�).1/<6).12-G�=�%0H�^#�B2!(=,>@�u2$]6 (Bellman-Ford) +C�6
201�k).1@.7#$#!).1@.$#-,?(2.-6B2!(/4�)#!).1/&H�).1/<63:-&!)<"k+C�6K#-��
(*$02B�#- 7#$#!(C,�#�.H5?8G":$&=:$<!2-G�(/@2>,?5?8G"/�!7�23:-&!+C�6201�k
K#-��(*$02B�#-(@0127$ 5%= �#@."#$(:,.1-�>:,! (@012+C�6364$&="#$:$&=:$<!
>,4 /#@#$8:$&=:$<!7#$#!C$028023 4��BJ?�&H�(%012(,02"(/4�)#!).1/&H�).1/<6 
$G:).1 10 >/6!7& 2-�#!(@012+C�6).1 1 (:A�+C�674�)#!>,? +C�6).1 15 (:A�

+C�6:,#-)#! 7#$#!*4�C#(/4�)#!B2!+C�6).1 1 7#$#!).1 3 >/6!�C4( Ce� �#
(/4�)#!).1/&H�).1/<6).1+C�65?364$&=*02"#$F�#�+C�6 8 ��BJ?).1(/4�)#!).15?3:

89!@. 4 g2: (@0127$ 5%= �#"#$B#6"#$(�012@7�2 +C�6:,#-)#!5?@."#$
:$&=:$<!7#$#! B42* #@).1:$&=:$<!@.@@#"@#-).18G""I#C�6B9H�>,?C@#-(,B
,I#6&=/I#C$&=+C�6:,#-)#! (@012+C�6364$&=B42* #@5?8G"/�!2-�#!$ 6($e 3:
-&!+C�6B4#!(*.-!  

- �������>���G (OLSR) [5] 
+:$+7*2,��"#$*4�C#(/4�)#!).1@./8#�?��"#$(�012@7�2).1(C@#?/@ (The 
Optimized Link State Routing Protocol) [5] (:A�+:$+7*2,*4�C#/8#�?B2!

(/4�)#!��(�D!$<" $#-,?(2.-6B2! OLSR /#@#$8C#3645#" IETF RFC 3626 
[42] OLSR @./2!:$?(K)B2!B42* #@).1��4��"#$* =*<@ 6&!�.H B42* #@ Hello 
>,?+*$!/$4#!��"#$* =*<@B42* #@ (Topology Control)  
 B42* #@ Hello 5?��4��"#$/$4#!%0H�).1�",4(*.-!B2!+C�6>,?"#$
*4�%=+C�6).12-G�K#-��=$D( J�",4(*.-!B2!+C�6 B42* #@(C,�#�.H-&!��4��"#$
*I#� J$.(,-]��C,#-5<6B2!+C�6 OLSR 364@."#$=2$]6>*/B42* #@ Hello 
(:A�$?-?k (%012/�!�C489!%0H�).1�",4(*.-!B2!+C�6(%0127$ 5/2=@#7$^#�B2!
/&LL#J D)-< B42* #@ Hello 5?364$&=��)<"kg2:).12-G��",4(*.-!>7�5?3@�@."#$
/�!7�2 /I#C$&=)<"�� !( ,#).1*!).15?$G45&""&� �#(:A��� !( ,# Hello B2!+C�6).1
=2$]6>*/B42* #@ Hello B42* #@ Hello -&!2�<L#7�C4+C�6/#@#$8*4�C#
+C�6�",4(*.-!364/2!g2: 7&H!>7��� !).1+C�6364-D�"#$/�!3:5�89!�� !).1@."#$
/�!F�#�3:-&!g2:B4#!(*.-! /8#�?B2!"#$(�012@+-!(C,�#�.H"&=+C�6201� k ��
,?> "�",4(*.-!2#55?/@@#7$C$023@�/@@#7$C$02@."#$72=",&=��C,#-k
5<6( MultiPoint Relay) "e364 "#$(�012@+-!>==/@@#7$j91!C@#-* #@ �#"#$
(�012@7�2@./2!)DM)#! ��BJ?).1"#$(�012@+-!>==3@�/@@#7$5?@."#$(�012@7�2
>==)DM)#!(6.-  "#$364$&=C�91!g2:C$02/2!g2:5#"+C�6�",4(*.-! +C�6�&H�
/#@#$86I#(�D�"#$(,02"$.(,-]C,#-5<6364 j91!5?�� -�C4(B4#89!+C�6).12-G��",4(*.-!
)&H!C@6).12-G����� !/2!g2: )<"k+C�6 k 5?(,02"("e=*�#).18G""I#C�6+6- MPR 
j91!:$?"2=64 -+C�6)&H!C@6).1364(,02"+C�6).1 k (:A� MPR 6&!�&H�+C�6).1 k 
/#@#$8=2$]6>*/B42* #@).1364$&=jHI#364()�#�&H�5#"+C�6).1%=�� MPR ).1(,02"
3 4 [50] 
 B42* #@ Topology Control 5?@.B42@G, MPR ).18G"(,02"3 4 B42* #@
(C,�#�.H5?/�!>===2$]6*#/(:A�$?-?k K#-���� !).1@."#$/�! TC 3:-&! MPR 
201�k /#@#$88�#-)26B42@G,(%D1@(7D@3:-&! MPR (C,�#�&H�364 6&!�&H�+C�6�6k
��(*$02B�#-"e/#@#$8(B4#89!364F�#� MPR "&=%0H�).1�",4(*.-!"&=B42@G,+)+:+,5D
*2, +C�6/#@#$8/$4#!)&H!7#$#!*4�C#(/4�)#!B2!(*$02B�#- "#$*4�C#
(/4�)#!3:C#+C�6201�(:A�"#$*I#� J).1��42&,"2,D)9@��"#$*4�C#(/4�)#!)#!
).1/&H�).1/<6 (��� 2&,"2,D)9@36(5/7$# (Dijkstra'a) C@#-(,B,I#6&=���(%012�C4@&1��5
 �#@."#$:$&=:$<!"#$*4�C#(/4�)#!).13@����B42@G,("�# (@012�6"e7#@).1@."#$
(:,.1-�>:,!+)+:+,5.C$02@."#$(:,.1-�3:-&!+C�6B4#!(*.-! MPR 5?8G"�I#@#
*I#� J2."*$&H! "#$:$&=:$<!5?8G"/�!3:-&!(*$02B�#-)&H!C@6 6&H!�&H�"#$*4�C#
(/4�)#!742!@."#$*I#� J�C@�(%012�C4B42@G,(/4�)#!@."#$2&=(6)3:-&!:,#-)#!
201�k).1$G45&"K#-��(*$02B�#- 
  

 
$G:).1 5 Wireless delay [5] 
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7#@).1364",�# 3 4B4#!74� B42* #@ Hello 5?@."#$(:,.1-�>:,!$?C �#!C�91!g2:
()�#�&H� 7&H!>7�B�#6B2! MANET ).1/#@#$8$?=<364 >,?@.* #@5I#(:A�).15?742!
��4:$?/D)ED$G:@#"B9H� ��>� )#!B2!+)+:+,-).13@�@."#$>�$]B42@G, "#$
/012/#$"&=+C�6).12-G�$?-?3",5?��4+:$+7*2,"I#C�6(/4�)#!>==$.>2*).u 
(reactive routing protocols)  

 DE."#$6&H!(6D@5?(:A�/�!22"3:)&H!(*$02B�#-(*$02B�#- j91!!�#-7�2"#$
6I#(�D�!#� >7�@&�"e)I#�C4642-��64#�B2!:$?/D)ED$G:��"#$* =*<@>%e*("e7
(���"&� >� *D6 MPR 364$&="#$22">==(%012,6+2( 2$](g6B2!"#$* =*<@).1
("D65#""#$"$?5#-3:7#@(/4�)#!).1(,02"3 4 +6-(,02"(N%#?+C�6 MPR ).1
364$&=2�<L#7 (%012/�!B42@G, topological >===2$]6*#/jHI#364 
 +6-)&1 3:>,4 "#$*4�C#(/4�)#!"#$5$#5$).15?��4��"#$/�!>,?$&=
B2! DSR >,? TORA j91!5?6." �# AODV >,? OLSR 2-�#!3$"e7#@* #@,�#�4#
B2!(*$02B�#-5?>/6!�� $G:).1 11 ��AODV >,? OLSR 5?6." �# DSR >,? 
TORA 
 F,,&%E](C,�#�.H@.* #@/I#*&L@#"(@012@."#$22">==* #@:,26K&-
B2!+:$+7*2,��"#$*4�C#(/4�)#! (@012)$&%-#"$��(*$02B�#-(:A�: &55&-).1
/I#*&L).1/<6��"#$"I#C�6* #@/I#($e5B2!+:$+7*2, 7& 2-�#!(��� (@012(:}#C@#-
B2!($#*02"#$22">==+:$+7*2,).1@.* #@:,26K&-5?742!)I#�C4@."#$5$#5$).1
71I# >,?($#* $($D1@74�"#$22">==3:7#@:$?(K)B2!B2!",3").1*,4#-"&= 
DSR >,? TORA ��2."64#�C�91!84#(:}#C@#-C,&"B2!($# )).1�2"(C�025#""#$
$&"f#* #@:,26K&-  (*02* #@,�#�4#��(*$02B�#->,4 ($#* $*D6(".1- "&=",3").1
*,4#-"&=/D1!).1364$&=5#""#$6I#(�D�"#$�� AODV >,? OLSR 
 

2.2.3 3g=$D6($4#)DH!+:$+7*2, (HYBRID ROUTING PROTOCOLS) 
+:$+7*2,��"#$*4�C#(/4�)#!>==3g=$D6 (��� ZRP [6] >,? SRP [7] (:A�
+:$+7*2,).1$ @*<J/@=&7D).16.).1/<6)&H!/2!64#�(2#3 4 >,? +:$+7*2,"I#C�6
(/4�)#!>==+:$>2*).u )proactive routing protocols  (7& 2-�#!(��� /I#C$&="#$
/012/#$$?C �#!+C�6(%012�=4#�5?��4+:$+7*2,"I#C�6(/4�)#!(�D!$<" /� �
"#$/012/#$"&=+C�6).12-G�$?-?3",5?��4+:$+7*2,"I#C�6(/4�)#!>==$.>2*
).u )reactive routing protocols(  

- �E����G9� (ZRP) [6] 
Zone Routing Protocol (ZRP) [6] (:A�,G"F/@$?C �#!+:$>2*).u"&=$.

>2*).u +C�6)<"+C�65?@.",3">=�!(:A�+j�K#-��"&=+j�K#-�2" (@012@.
+C�6742!"#$).15?)I#!#�"&=+j�K#-�� @&�5?��4+:$+7*2,��"#$/012/#$��
(*$02B�#->26g2"7& 201� (��� DSDV (@012742!"#$/012/#$"&=+C�6K#-�2" )j91!

(:A�+j�%D(Mf ("e5?��4+:$+7*2, ��"#$/012/#$2-�#!�62-�#!C�91! (��� DSR 
C$02 AODV 

-  ��>���G9� (SRP) [7]  
(:A�+:$+7*2,).13@�$&"f#* #@:,26K&-B2!>%e"("e7��(/4�)#!).1("D6

B42FD6%,#6 >7�>)�).15?@2=C@#-u;!"]�&1���"#$*4�C#(/4�)#!3:-&!(/4�)#!).1
@."#$=I#$<!$&"f#B2!+:$+7*2,).15&6"#$64#�* #@:,26K&-��"#$B�/�! SRP 

��4C@#-(,B,I#6&=��"#$$42!B2(%012�C4>���5 �#(:A�B42@G,�C@�(/@2 >7�
C@#-(,B,I#6&=�.H/#@#$87$ 5/2=).1(:}#C@#-364 SRP 742!"#$��/� �B2!
* #@/&@%&�E]64#�* #@:,26K&-$?C �#!"#$/012/#$$?C �#!+C�6()�#�&H� >,?
��4* #@/&@%&�E]64#�* #@:,26K&-�.H(:A�(%.-!>*�"#$7$ 5/2=(/4�)#!"#$$42!
B2 >,?72=",&=(/4�)#!).1F�#�"#$��4!#�64 -$C&/B42* #@).1��4��"#$
7$ 5/2= ).1 (:}#C@#- SRP /#@#$87$ 55&="#$(:,.1-�>:,!B2!"#$B2
(/4�)#! >,?).1>C,�!"I#(�D6 SRP /#@#$87$ 55&="#$(:,.1-�>:,!B2!(/4�)#!
72=36464 - 
 SRP 3@�364%-#-#@).15?:}2!"&�3@��C4@."#$:$&=(:,.1-�+6-).13@�364
$&=2�<L#7 B2!uv,).1@."#$>"43B7#@:"7D��$?C �#!"#$"#$/�!7�2>%e"("e7
(C,�#�.H 7& 2-�#!(��� +C�6/#@#$8(*,012�).13642-�#!2D/$? C$02$#-"#$B2!
+C�6).1(/.-C#-5#">%e"("e7).18G"$42!B25#"+C�6(C,�#�&H� 
 (%$#? SRP742!@.* #@/&@%&�E]64#�* #@:,26K&-$?C �#!+C�6).1
/012/#$"&�()�#�&H� 5?��4",3"3,)]( ) (light-weight) @#"(%012:}2!"&�"#$+5@7.
201� k 7& 2-�#!(��� (%0125I#"&6"#$u,&66DH! (flooding) +C�).1=&�)9"2&7$#"#$/�!7�2
B2!>%e"("e7 >,?�C4* #@/I#*&L"&="#$/�!>%e*("e7F�#�+C�6(%012�=4#�).1@."#$
/�!3@�=�2-�&" ",3"6&!",�# /#@#$8$&"f#* #@:,26K&-+:$+7*2,(@012@.FG4
+5@7.�42- 2-�#!3$"e7#@()*�D*6&!",�# 5&6�C4(:A�"#$+5@7.>==(j*&,6#$. 
(secondary) (���"#$/�!>%e*("e7742!"#$*4�C#(/4�)#!:,2@(%012,6:$?/D)ED$G:
B2!(/4�)#!).1+C�6$42!B2 

 SRP 3@�%-#-#@).15?8#@).12-G���"#$=I#$<!$&"f#(/4�)#! �� SRP 
(���(6.- "&=�� Ariadne @."#$72=",&=@#"@#-/I#C$&=C,#-k"#$$42!B2 
+C�6).1��4 SMT (%012�C4>���5 �#/�!>%e*("e7B42@G,/I#($e5 B42* #@5?8G">=�!
22"(:A�>%e*("e7 +6-��4()*�D6"#$>=�!>==j�2�($4�(%012).1 �#84# M 22"5#" N 
>%e*("e76&!",�# 5?364$&=B42* #@5?8G"/$4#!B9H��C@� 

 
2.3  :$?(K)"#$+5@7.��(*$012B�#-3$4/#->26g2* [8] 
:$?(K)"#$+5@7.>=�!(:A� (2e"()2$]�2, (External) >,? 2D�()2$]�2, 

(Internal) "#$+5@7.>==(2e"()2$]�2, (External) (:A�,&"fJ?"#$+5@7.5#"
K#-�2" "�2/&LL#J$=" �"#$/�!B42@G, /$4#!* #@>22&6��"#$/�!/&LL#J
B42@G, "#$(:,.1-�>:,!(/4�)#!��"#$/�!  /� �"#$+5@7.>==2D�()2$]�2, 
(Internal) �&H�(:A�,&"fJ?"#$+5@7.K#-��(*$02B�#- +6-"#$:,2@7& (:A�+C�6
).1��4$&=/�!B42@G,K#-��(*$02B�#- ,&",2=6&"u;!B42@G, 3@�/�!7�2B42@G, C$02
(:,.1-�>:,!)I#,#-B42@G,).1/�! (:A�74� 

"#$+5@7.�� MANET 364>=�!"#$+5@7.3 4(:A� 2 :$?(K)C,&"*02 "#$
+5@7.>==%#/j.u (Passive attacks) >,? "#$+5@7.>==>2*).u (Active 
attacks) j91!2KD=#-��$G:).1 6 

- ����=
�����9�>E�8  (Passive Attacks) "#$+5@7.).1)I#�C4

(*$02B�#-3@�/#@#$8)I#!#�364:"7D (:A�,&"fJ?"#$6&"u;!B42@G, >,?

2#5�I#B42@G,3:��4��)#!(/.-C#- "#$>"4:;LC#B2!+5@7.��,&"fJ?

�.H*02"#$��4",3","#$(B4#$C&/B42@G, ��"#$/�!B42@G,��(*$02B�#- 



IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 10, NO. 4, FOURTH QUARTER 2008 
 

6

   



IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 10, NO. 4, FOURTH QUARTER 2008
 

$G:).1 

-  "#$6&"u;!B42@G, (Eavesdropping) (:A�"#$+5@7.).1@&"("D6B9H���

(*$02B�#-3$4/#->==>26g2* >� )#!"#$:}2!"&�742!$&"f#

* #@,&=$?C �#!"#$/�!B42@G,��(*$02B�#-@."<L>5/� �7&  

key) /I#C$&=B42@G,).1742!"#$$&"f#* #@,&= C$02��4$C&/,&= 

(password) ��"#$/�!7�2B42@G,��>7�,?+C�6

-  D(*$#?C]5$#5$>,?"#$=I#$<!$&"f# (Traffic Analysis & Monitoring) 

FG4+5@7.5?)I#"#$ D(*$#?C]"#$5$#5$(/4�)#!��(*$02B�#->,?"#$

$&"f#(/4�)#!(%012C#>C,�!).1@# 

- "#$+5@7.>==>2*).% (Active Attacks) ,&"fJ?"#$+5@7.>)$">j!

"#$)I#!#�B2!(*$02B�#- "#$(:,.1-�>:,!B42@G,).1FD6:"7D +6-"#$

+5@7.,&"fJ?�.H/#@#$8(:A�)&H!>==2D�()2$]�2,>,?(2e"()2$]�2,

364  j91!"#$+5@7.>==(2e"()2$]�2,5?6I#(�D�"#$5#"+C�6�2"

(*$02B�#-  >,?"#$+5@7.>==2D�()2$]�2,5?(:A�"#$+5@7.K#-��

(*$02B�#-+6->�!7& (:A�/� ��6/� �C�91!��(*$02B�#- "#$+5@7.��

(*$02B�#-�&H�@.@#�#�>,4  +6-"#$+5@7.5#"K#-��5?$<�>$!" �#"#$

+5@7.5#"K#-�2"   "#$+5@7.@.+C�6=<"$<" (��

:$&=(:,.1-�, :$?6Df^]>,?"#$>)�).1 6&!K#%).1 

:$?(K)"#$+5@7. 

- ����=
����	�
 ������G (MAC LAYER ATTACKS)
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$G:).1 6  Different Type of attacks on MANET  

(:A�"#$+5@7.).1@&"("D6B9H���

>� )#!"#$:}2!"&�742!$&"f#

* #@,&=$?C �#!"#$/�!B42@G,��(*$02B�#-@."<L>5/� �7&  (private 

/I#C$&=B42@G,).1742!"#$$&"f#* #@,&= C$02��4$C&/,&= 

��"#$/�!7�2B42@G,��>7�,?+C�6 

Traffic Analysis & Monitoring) 

"#$ D(*$#?C]"#$5$#5$(/4�)#!��(*$02B�#->,?"#$

,&"fJ?"#$+5@7.>)$">j!

"#$)I#!#�B2!(*$02B�#- "#$(:,.1-�>:,!B42@G,).1FD6:"7D +6-"#$

+5@7.,&"fJ?�.H/#@#$8(:A�)&H!>==2D�()2$]�2,>,?(2e"()2$]�2,

$+5@7.>==(2e"()2$]�2,5?6I#(�D�"#$5#"+C�6�2"

(*$02B�#-  >,?"#$+5@7.>==2D�()2$]�2,5?(:A�"#$+5@7.K#-��

(*$02B�#-+6->�!7& (:A�/� ��6/� �C�91!��(*$02B�#- "#$+5@7.��

(*$02B�#-�&H�@.@#�#�>,4  +6-"#$+5@7.5#"K#-��5?$<�>$!" �#"#$

+5@7.5#"K#-�2"   "#$+5@7.@.+C�6=<"$<" (��� "#$(,.-�>==, 

:$?6Df^]>,?"#$>)�).1 6&!K#%).1 2 ).13645I#>�"

MAC LAYER ATTACKS) 

- "#$/�!/&LL#J$=" �  (Jamming attack) 

"#$+5@7.B2!"#$+5@7.>== 6.+2(2/ 

 &78<:$?/!*]��"#$$=" �"#$/012/#$��(*$02B�#-3$4/#- +6-

/#@#$8)I#�C4"#$:}2!"&�>C,�!).1@#B2!B42@G,5$D!3@�/#@#$8

/�!22">%e*("5364 C$02:}2!"&�"#$$&=>%e*("e5

- ����=
����	��������� ������G  

- "#$+5@7.>== 2$]@+g, (

>:,!(/4�)#!"#$/012(%012�C4FG4=<"$<")I#C�4#).1�I#/�!B42@G, (%012��"#$

>"43BC$02>2=u;!B42@G,��(*$02B�#-

-  "#$+5@7.>==>=,�*+g, 

,&"fJ?  2-�#!>$"*02"#$C#:$?+-��]5#"+C�6��"#$C#(/4�)#!

(*$02B�#-3$4/#->==>26g2*  2-�#!).1/2!(

75#"+C�6"�2�C�4# >7�3@�)I#"#$/�!7�23:-&!+C�68&63: j91!)I#�C4

"#$=I#$<!$&"f#(*$02B�#-3@�/#@#$8)I#!#�364:"7D 2-�#!3$"e7#@

"$?= �"#$+5@7.B2!FG4=<"$<"@.* #@(/.1-!5#"+C�6B4#!(*.-!).13@�

/#@#$8=I#$<!$&"f#>,?"#$+5@7.2-�#!7�2(�012!    j91!$G:>=="#$

+5@7.).1j&=j42�-D1!B9H� 5#""#$+5@7.(C,�#�.H>%e*("e75?8G"/�!7�2+6-FG4

=<"$<")I#"#$:$&=(:,.1-�>%e*("e7C$02:}2!"&�=#!+C�6).1/�!@# )I#

�C4+C�6201�k��(*$02B�#-364$&=F,"$?)=
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Jamming attack)  "#$$=" � (:A�$?6&=

"#$+5@7.B2!"#$+5@7.>== 6.+2(2/ (DoS attacks) +6-@.

 &78<:$?/!*]��"#$$=" �"#$/012/#$��(*$02B�#-3$4/#- +6-

/#@#$8)I#�C4"#$:}2!"&�>C,�!).1@#B2!B42@G,5$D!3@�/#@#$8

/�!22">%e*("5364 C$02:}2!"&�"#$$&=>%e*("e5 

����=
����	��������� ������G  NETWORK LAYER ATTACKS 

(Wormhole attack) (:}#C@#-(%012:,2@

>:,!(/4�)#!"#$/012(%012�C4FG4=<"$<")I#C�4#).1�I#/�!B42@G, (%012��"#$

>"43BC$02>2=u;!B42@G,��(*$02B�#- 

"#$+5@7.>==>=,�*+g, (Blackhole attack)   @.,&"fJ?"#$+5@7. 2 

,&"fJ?  2-�#!>$"*02"#$C#:$?+-��]5#"+C�6��"#$C#(/4�)#!

(*$02B�#-3$4/#->==>26g2*  2-�#!).1/2!(:A�,&"fJ?"#$$&=>%e*("

75#"+C�6"�2�C�4# >7�3@�)I#"#$/�!7�23:-&!+C�68&63: j91!)I#�C4

"#$=I#$<!$&"f#(*$02B�#-3@�/#@#$8)I#!#�364:"7D 2-�#!3$"e7#@

"$?= �"#$+5@7.B2!FG4=<"$<"@.* #@(/.1-!5#"+C�6B4#!(*.-!).13@�

/#@#$8=I#$<!$&"f#>,?"#$+5@7.2-�#!7�2(�012!    j91!$G:>=="#$

7.).1j&=j42�-D1!B9H� 5#""#$+5@7.(C,�#�.H>%e*("e75?8G"/�!7�2+6-FG4

=<"$<")I#"#$:$&=(:,.1-�>%e*("e7C$02:}2!"&�=#!+C�6).1/�!@# )I#

�C4+C�6201�k��(*$02B�#-364$&=F,"$?)= 
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- "#$+5@7.>==3=>j�3)�] (Byzantine attack) (:A�,&"fJ?"#$/@$G4

$� @)I#��(*$02B�#- (���"#$/$4#!,G:"#$"I#C�6(/4�)#!"#$/�!7�2

>%e*("e7F�#�(/4�)#!).13@�(C@#?/@C$02/�!>%e*("e7,6,! j91!)I#�C4

("D6"#$C-<6�?!&"C$02"#$C-<6�C4=$D"#$(/4�)#!��(*$02B�#- 

- "#$+5@7.>==($4#)])D! (Routing Attacks) @.,&"fJ?"#$+5@7.C,#-

,&"fJ?��"#$+5@7."#$C#(/4�)#!=�(*$02B�#- ).1@. &78<:$?/!*]

(%012B&6B #!"#$6I#(�D�!#�"#$C#(/4�)#!B2!+:$+7*2, ��

=)* #@�.H5I#"&6*I#2ED=#-6&!�.H 

1) ($4#)])D!()(=DH,+2( �2$]+u, ] (Routing Table Overflow) (:A�"#$
+5@7.5#"FG4=<"$<").1/$4#!(/4�)#!�C4/�!3:-&!+C�6).13@�@.2-G�5$D! 
 &78<:$?/!*](%012/$4#!(/4�)#!�C@�C$02(%012(2#��?+:$+7*2,  2&,
",2$D)9@"#$*4�C#(/4�)#!B2!FG4+5@7.�&H�742!"#$B42@G,(/4�)#!(6D@
"�2�  (%.-!$2�C4@."#$/$4#!2&,"2$9)9@B2!(/4�)#!(6D@ FG4=<"$<""e
/#@#$8/�!*I#$42!C,2"3:-&!($4#(72$](%012�C4��4(/4�)#!�C@�    
2) ($4#)])D!()(=DH,%42-�]+j�D1! (Routing Table Poisoning) :  +C�6).1
=<"$<"��(*$02B�#-/�!*�#"#$C#(/4�)#!C,2").1)I#"#$(:,.1-�>:,!
>,4 (%012:$&=(:,.1-�>%e"("e7��"#$/�!7�23:-&!+C�6201�k��
(*$02B�#- +6-+C�6).1364$&=>%e"("e7C,2"2#5@.F,��"#$)I#!#�("D6
"#$/&=(:,.1-�(/4�)#!-�2- C$02)I#�C4=#!/� �B2!(*$02B�#-3@�
/#@#$8(B4#89!364 
3)  "#$)I#>%e"("e7jHI# (Packet Replication) :   ,&"fJ?"#$+5@7.�.H5?
)I#"#$jHI#>%e*("e7(6D@ )I#("D6(%D1@B2!>=� D6/]>,?"#$��4%,&!!#�
>=7(72$]$.1(%D1@@#B9H� >,?* #@/&=/���"#$"$?= �"#$*4�C#
(/4�)#! 
4)  ($4#)]>*�%42-�]+j�D1! (Route Cache Poisoning)  ��"$J.B9H�2-G�
"&=$G:>=="#$*4�C#(/4�)#!7#@* #@742!"#$ ((��� AODV[xx]) 
>7�,?+C�65?=I#$<!$&"f#(/4�)#!>*�B42@G,).1364$&=@#5#"+C�6).1
(*-/�!@#>,4   @. &78<:$?/!*]*,4#-"&=($4#)])D!()(=DH,%42-�]+j�D1! ).1
)I#"#$>*�(/4�)#! 
5) "#$+5@7.>==$&��D1! (Rushing Attack)  $G:>=="#$C#(/4�)#!
>==7#@* #@742!"#$ �&H���4"#$:}2!"&�$?C �#!��"#$*4�C#
(/4�)#!j91!@.* #@(/.1-!��"#$8G"+5@7./G! +C�67$!B4#@364$&=>%e*
("e7$42!B2(/4�)#!5#"+C�674�)#!).1)I#"#$/�!>%e"("e72-�#!
$ 6($e )&1 )&1!(*$02B�#- )I#�C4+C�6).1201�).1742!"#$B2(/4�)#! 3@�
/#@#$872=/�2!* #@742!"#$$2B25#"+C�6201�364 +C�6).1
364$&=>%e*("e7$42!B2(/4�)#!).1742!802 �#(:A�>%e7("e7(C,�#�&H�(:A�
$#-"#$jHI#"&�)I#�C4("D6)DH!>%e7("e7(C,�#�&H�).1$42!B2@# (/4�)#!�6).1
8G"*,<@64 -+C�674�)#!5?:$?"2=64 -).17$!B4#@(:A�+C�6",#! 
6&!�&H�+C�674�)#!5?3@�/#@#$8C#(/4�)#!).1:,26K&-, ).12-G�, 

(/4�)#!).13@�$ @+C�6).1��#-7$!B4#@ j91!(:A�"#$-#"@#").15?
7$ 55&="#$+5@7.6&!",�# ��(*$02B�#-3$4/#->==>26g2* 

- ����=
���96	���������:9���� (Resource consumption attack) 

"#$+5@7.).13@�/#@#$8�C4(*$02B�#-364%&"364 j91!(:A�"#$+5@7.C$02

+C�6=<"$<"%-#-#@��4!#�%,&!!#�B2!+C�6��(*$02B�#-��"#$C#

(/4�)#!).1@#"("D�3: C$02)I#�C4"#$/�!>%e7("e7B2!+C�6).17"(:A�

(C-012/�!3@�364  

- "#$+5@7.>==:,2@>:,!32%. (IP Spoofing attack) * #@

-#",I#=#"��"#$7$ 5/2="#$��4)$&%-#"$  (@012+C�6�C@�(,02"

/<�@).12-G�>,?"#$"$?5#-B2!/&LL#J��"#$7$ 55&=>%e*("e7��

(*$02B�#-3$4/#->==>26g2*  j91!C,#-k "#$:}2!"&�5#"+C�6��4).1

2-G� 84#+C�6=<"$<")I#"#$*$2=!I#/@#�D"+C�6��(*$02B�#-).1@.32%.

(6.- "&�>,?5?)I#"#$/�!*I#:oD(/E22"@# ($.-" �#"#$+5@7.>==

:,2@>:,!32%.  

- "#$+5@7.)I#�C4/K#%("D6* #@(/.-C#- (State Pollution attack) 84#

+C�6=<"$<"�C4*�#).13@�8G"742!��/�!",&=�&H�($.-" �# "#$+5@7.).1)I#

�C4/K#%("D6* #@(/.-C#- 7& 2-�#!*02 "#$%-#-#@>5"5�#-�C46.).1/<6 

"#$>5"5�#-5#"+C�6=<"$<"/#@#�C4/�!�C4+C�6�C@�364>,4 +C�6

�C@�"e5?8G"*$2=*$2!+6-+C�6=<"$<"  j91!�I#3:/G�"#$/�!jHI# "#$)I#

(/�#B42* #@).12-G�(6D@��(*$02B�#->,?"e5?"#$:oD(/E+C�6�C@� 

-  "#$+5@7.>==3j=D, (Sybil attack) 84#+C�6=<"$<")I#"#$:,2@

+C�6+6-j�2�+C�63 4 >,?+C�6=<"$<"5?(B4#)I#!#�>)�  ��"#$

+5@7.��,&"fJ?�.H��"#$=$D"#$(*$02B�#-(@012(B4#/G�(*$02B�#->/$4!�C4

* #@$� @@02>,?5?7&H!*�#=#!2-�#!2&7+�@&7D j91!* #@C,&""#$* #@

:,26K&-5?2�<L#7(%$#?@.* #@(�012802 2-�#!3$"e7#@-&!3@�@. DE."#$

�6��"#$:}2!"&���,&"fJ?�.H 

- "#$/$4#!B9H�@#�C@� (Fabrication)  )I#"#$:$&=(:,.1-�(/4�)#!C$02

$=" �"#$/�!>%e7("e7��(*$02B�#-  +C�6FG43@�C &!6.�&H�/#@#$8

/$4#!>%e7("e7B9H�@#(:A�B2!7& (2!>,?/#@#$8)I#"#$$=" �"#$

)I#!#���(*$02B�#-364 +6-+5@7.+6-"#$:,2@B42* #@>,?)I#"#$

+5@7.64 ->%e*("e7��(*$02B�#-(��� "#$)I#�C4(*$02B�#-)I#!#�

7,26( ,#3@�364C-<6%&"��"#$$2$&=B42@G, 2-�#!3$"e7#@ B42* #@).1

8G":,2@5?3@�)I#!#�>*���+C�6=<"$<"  j91!"#$)I#!#�6&!",�#2#5@#

5#"+C�6).1)I#"#$:$&=:$<!K#-��(*$02B�#-364 

- "#$>"43B (Modification)  ��B42* #@).18G":,2@>:,! 5?)I#

B42* #@).18G"/�!3:5?)I#"#$*4�C#(/4�)#!(:,.1-�3:>,?(:A�

2&�7$#-7�2>%e*("e7).1/@=$GJ]��(*$02B�#-  j91!+C�6(*$02B�#-3$4/#-
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>==>26g2*@."#$(*,012�-4#->,?5&6"#$)$&%-#"$B2!7& (2!@."#$

(�012@7�2"&=+C�6201�k =#!*$&H!"e2#5(�012"&=+C�6=<"$<" +6-+C�6

).1(:A�2&�7$#-(C,�#�.H��4:$?+-��]5#""#$(�012@7�2�.H (B4#@#��

"$?= �"#$/�!7�2>%e*("e7 >,?C,&!5#""#$)I#!#�B2!B42* #@

:,2@ 7& 2-�#!"#$+5@7.B42* #@:,2@>=�!364(:A�>==*02"#$)I#�C4

(/4�)#!B#63:>,?"#$(:,.1-�>:,!(/4�)#! 

-  TRANSPORT LAYER ATTACKS 

- "#$+5@7.(j/�&1�3g>5e*"DH! (Session Hijacking attack) "#$��4(j/�&1�

(:A�).1�D-@��"#$/012/#$@#").1/<6 (%012(:A�"#$:}2!"#$+6-7&H!*�#

(j/�&1� ("#$�C4/D)ED)  ��"#$+5@7.).j.%.(j/�&1� FG4=<"$<"5?)I#"#$

+5@7.32%.>26(6$/B2!(C-012 "I#C�6C@#-(,Bj.(* � (sequence) ).1

*,4#- �#8G"742!5#":,#-)#! >,?5#"�&H�)I#"#$+5@7.(C-02��$G:

>==6.+2(2/  6&!�&H�"#$+5@7.(,.-�>==+C�6).1(:A�(C-012>,?��4

(j/�&1�7#@(:}#C@#- 

- "#$+5@7.(2/ #-(2e6u,&66DH! (SYN Flooding attack)  

- "#$+5@7.>==(2/ #-(2e6u,&66DH!*02"#$+5@>==6.+2(2/ FG4=<"$<"5?

/$4#!C@#-(,B5I#� �@#"��"#$(:v6"#$(�012@7�2).j.%.B2!+C�6

(C-012 >7�3@�/#@#$8)I#364/@=$GJ](%$#?(:v6"#$7D67�2>g�6](�$e*

(7e@ 

- ����=
�����:@���89��� �:	�������G (APPLICATION LAYER 

ATTACKS) 

- "#$+5@7.64 -"#$)I#jHI# (Repudiation attack)  ���&H�(�e7( $D�*(,(-2$] 

3u,] 2,,]/#@#$87D67&H!(%012("e=>%e"("e7(B4#22" ���&H�(,(-2$]

)$#�/:27$] "#$(�012@7�2)&H!C@65?8G"(B4#$C&/>==(2e�)G(2e�  >7�

:;LC#�&H�-&!3@�364>"43B��"#$7$ 5/2=/D)ED�C$02:;LC#"#$

(,.-�>==��)&1 3: "#$:oD(/E(:A�/� �C�91!B2!"#$7D67�2/012/#$  

(��� "#$5&6"#$7�(2!��"#$:oD(/E"$?= �"#$5�#-(!D�B2!(*$6D7

"#$]6 C$02:oD(/E)<"k$#-"#$22�3,�]B2!E�#*#$ "#$+5@7.5?2-G�

��,&"fJ?$?==%#JD�-] 

-  ����=
���6	�o OTHER ATTACKS 

- "#$+5@7.�C4C-<6=$D"#$ (Denial of Service attack)  (:A�:$?(K)"#$

+5@7.201� ).1@."#$/�!>%e*("e7(:A�5I#� �3:�C4(*$02B�#-  j91!>%e*("e7

).1C#-3:(C,�#�.H@.* #@/I#*&L"&=)$&%-#"$(*$02B�#->,?"#$>�?�I#

��2!/&LL#J3$4/#->,?(*$02B�#-��(2e@(2(2e�2.).  +6-7#$#!"#$C#

(/4�)#!("D6+2( 2$]+u, ]5#""#$+5@7.>,?"#$+5@7.B&6B #!"#$

%&"@@./2!:$?(K)B2!"#$+5@7.>==6.+2(2/ ��"#$7#$#!"#$

*4�C#(/4�)#!5?8G"+5@7.("D6+2( �2$]+u, ] (%012(:A�"#$)I#,#-

(/4�)#!"#$(6D�)#!B2!+C�6 )&H!C@6�.H"e(%012)I#�C4@."#$��4!#�

>=7(72$.1B2!+C�6).1(:A�(C-0125�C@6 

- "#$+5@7.(:v6(F-).12-G� (Location disclosure attack) FG4=<"$<"(:v6(F-).1

2-G�B2!+C�6��(*$02B�#- (���>F�).1(/4�)#!>,?5#"�&H�@.>F�"#$).1

5?+5@7.7�23: "#$ D(*$#?C]"#$5$#5$ (:A�C�91!��/� �B2!"#$

+5@7.* #@:,26K&-��(*$02B�#-3$4/#->26g2*).1-&!3@�364>"43B FG4

=<"$<"%-#-#@).15?$?=<7& 7�).1��4/012/#$>,?M9"f#$G:>== D(*$#?C]

"#$5$#5$>,?"#$7D67#@$G:>==5$#5$).1(:,.1-�>:,! +6-"#$

$&1 3C,B2!B42@G,6&!",�# @.* #@(/.-!@#"��"#$$&"f#* #@

:,26K&-=�(*$02B�#- 

- "#$+5@7.>==%,&66DH! (Flooding attack) FG4=<"$<"5?��4)$&%-#"$��

(*$02B�#-5�C@6/DH� (���>=$� D6/]>,?)$&%-#"$B2!+C�6 364>"�

"#$:$?@ ,F,>,?%,&!!#�>=7(72$$.1C$02(%012B&6B #!

"$?= �"#$C#(/4�)#! )I#�C4(/4�)#!(*$02B�#-("D6"#$(/012@+)$@

��4!#�3@�364  7& 2-�#!(��� ��"#$C#*4�C#(/4�)#!>==(2+26. . 

+C�6=<"$<"5?/�!C@#-(,B2#$]2#$]2.*D 5I#� �@#"���� !( ,#/&H�).1

/�!89!+C�6:,#-)#!)I#�C43@�/#@#$8/�!22"B42@G,��(*$02B�#-364 

(%$#? �#3@�@."#$72=",&=2#$]2#$]2.*D (2/ (%$#?8G"+5@7.u,&66D1!

>,4    F,,&%E]*02+C�6)&H!C@6��4%,&!!#�>=7(72$.1 >=$� D6/]=�

(*$02B�#-8G"��4>,?3@�/#@#$8�C4=$D"#$364 

- "#$(,.-�>==C$02:,2@>:,!+5@7. (Impersonation or Spoofing 

attack)  "#$:,2@>:,!(:A�"$J.%D(MfB2!"#$+5@7.>==* #@

/@=G$J] +6-+C�6=<"$<"5?(,.-�>==+C�67#@,&"fJ?+C�6).1@.

/D)ED���"#$��4!#���"#$*4�C#(/4�)#!(*$02B�#-3$4/#->26g2*  

 &78<:$?/!*]C,&"B2!"#$:,2@>:,!(%012=D6(=02�+*$!/$4#!

(*$02B�#-C$022#5)I#�C4("D6,G:��(*$02B�#- j91!B#6"#$7$ 5/2=��

"#$"I#C�6(/4�)#!+:$+7*2,/$4#!"#$+5@7. F,,&%E]).1(/4�)#!��

"#$/�!B42* #@FD6%,#6>,?:,2@ 

- "#$+5@7.+6-"#$/@$G4$� @*D6 (Colluding misrelay attack)  ��"#$

+5@7.��,&"fJ?�.H5?)I#"#$!#�+6-"#$>"43BC$02)DH!>%e*("e7C#

(/4�)#!j91!(:A�"#$B&6B #!"$?= �"#$)I#!#���(*$02B�#-3$4/#-

>26g2*  +6-"#$+5@7.�.H@.* #@-#"��"#$7$ 5/2=5#""#$��4

>==(6D@ (��� 42)6e2" (watchdog) >,? %#$)]$#()2$] (pathrater)  

-  "#$>"43B2<:"$J]��"#$+5@7. (Device tampering attack)  +C�6��

(*$02B�#-3$4/#->26g2*5?3@�(C@02�"&=+C�6(*$02B�#-).1@./#- @.

* #@"$?�&= (=# >,?% "%#/?6 " (:A�E$$@�#7D  j91!/#@#$8("D6

* #@(/.-C#->,?/GLC#-364!�#-" �#   ��"#$:$?@ ,F,"#$*4�C#
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(/4�)#! "#$* =*<@"#$/$4#!B42* #@5#"+C�6>==(6.1- >,?"#$

7$ 5/2=5#"+C�6FG4$&=�&H� "#$*4�C#(/4�)#! "#$:}2!"#$+5@7. 

("D6364!�#-(���"#$/$4#!(/4�)#!�C4(:A�,G: "#$/$4#!(/4�)#!�C@�

(%$#?+C�63@�/#@#$8/$4#!>,?,&"fJ?>%e7("e7 �012:,2@C$02

*D6*4�+C�6 (%$#?3@�@."#$* =*<@5#"MG�-]",#!B2!(*$02B�#-)I#�C4

)I#@."#$(:,.1-�>:,!C$02:,2@>:,!364!�#- 

- "#$+5@7.("$-]+g, (Gray hole attack) "#$+5@7.,&"fJ?�.H@./2!

,&"fJ?   /� �>$"+C�6=<"$<"5?C#:$?+-��]5#"$G:>=="#$C#

(/4�)#!B2!(2+26. .+6-"#$+�fJ#7& (2!(:A�(/4�)#!).18G"742! (%012

742!"#$/"&6"&H�"#$/�!>%e*("e7��(/4�)#!:,2@ ��/� �).1/2!5?

(:A�,&",2=)I#,#-+C�6��"#$$&=/�!B42@G,>%e"("e7  +6-"#$+5@7.

("$-]+g,%�7D"$$@).12&�7$#-64 - DE."#$>7"7�#!"&� j91!2#5)DH!>%e"

("e7).1@#5#"+C�6(C$02+C�6:,#-)#!) =#!+C�6).18G""I#C�6��

(*$02B�#-).1@."#$/�!7�2>%e"("e73:+C�6201�k +6-+C�6>7�,?��D6

B2!("$-]+g, 2#5)I#!#�7#@$?-?( ,#).18G""I#C�6��"#$+5@7.2-G�

��>%e*("e7(@01289!( ,#"e5?(:,.1-�%�7D"$$@  C#"("$-]+g,@.

%�7D"$$@)&H!/2!,&"fJ?$ @"&� 5?/#@#$8)I#�C47$ 55&=364-#"

@#"-D1!B9H� 

- +5@7."#$:,2@>:,!"#$(�012@+-! (Link spoofing attack) ��"#$

+5@7.,&"fJ?�.H+C�6=<"$<")I#"#$+�fJ#C,2"��"#$(�012@+-!"&=

+C�6(%012�=4#�(%012$=" �"#$6I#(�D�"$?= �"#$C#(/4�)#!  ��

$G:>=="#$C#(/4�)#! +2>2,(2/2#$] FG4+5@7.�&H�/#@#$8/$4#!

(/4�)#!C,2"@.(:}#C@#-*02+C�6(%012�=4#�/2!+C�6  +6-+C�6

(:}#C@#-).18G"(,02"��"#$)I#,#-�&H�(2e@%.2#$]  +6-+C�6(2e@%.2#$]

+C�6=<"$<"/#@#$85&6"#$B42@G,C$02(/4�)#!5#$5$364 (��� "#$

(:,.1-�>:,!C$02)DH!"#$C#(/4�)#! 5�"$?)&1!"#$)I#!#�+5@7.>==

6.+2(2/ 

- "#$+5@7.5#"(%012�=4#� (Neighbor attack)  (@012364$&=>%e"("e7 +C�6

5?=&�)9"326."�2�).1/�!7�2>%e*("e73:-&!+C�68&63:  2-�#!3$"e7#@ 

84#@.FG4+5@7."#$/�!>%e*("e75?3@�/#@#$8)I#"#$=&�)9"326.��>%e*

("e7 +6-)I#�C4/2!+C�63@�/#@#$8/012/#$"&�364 j91!(�012 �#+C�6

(%012�=4#�84#+C�6(%012�=4#�C#-3: /�!F,�C4(/4�)#!C-<6�?!&" 

-  "#$+5@7.>==(5,,.1uv� (Jellyfish attack) "#$+5@7.��,&"fJ?�.H

*,4#-"&="#$+5@7.>==>=,e*+g, +6-(5,,.1uv�"#$+5@7.*$&H!@.* #@

7&H!"#$).15?"�2" ���"#$/�!B2!",<�@>,?5#"�&H�(@012"#$/�!("D6

* #@,�#�4#(%0125?��48� !( ,#"�2�@."#$/�!7�2 /�!F,�C4("D6* #@

,�#�4#>==(2e�)G(2e� j91!�C4("D6* #@,�#�4#" �#:$?/D)EDK#%��"#$��4

!#�5$D! 

-  "#$+5@7.+6-"#$)DH!>%e"("e7 (Packet dropping attacks) (:A�"#$

B&6B #!"#$/�!B42* #@��(/4�)#!+6-7$!5#""#$)DH!>%e*("e7  ��

C,&""#$"#$+5@7.+6-"#$)DH!>%e*("e7 j91!FG4=<"$<"5?C,2"�C4* #@

$� @@02��"#$)I#!#�:"7D$?C �#!"$?= �"#$*4�C#(/4�)#!>,?5

(:v6"#$+5@7.64 -"#$,6>%e"("e7 j91!@."#$("e=$ =$ @2-G���+C�6

C�91! 

- "#$B&6B #!"#$C,&6 (Sleep deprivation torture)  (:A�"#$+5@7.��

,&"fJ?).1"I#C�6��(*$02B�#-3$4/#->==>26g2* %=��"#$+5@7.

��,&"fJ?�.H@#�#�C$02>@4��(*$02B�#-).1@./#-  >� *D6"#$+5@7.*02

(=0H2!C,&!"#$/�!*I#$42!B2=$D"#$ 5?@.B2��4!#�=$D"#$=#!2-�#!5#"

+C�6 @#"("D�3: j91!5?)I#�C4+C�6FG4�C4=$D"#$3@�/#@#$8).15?C-<6

�C4=$D"#$("D6"#$��4%,&!!#� 3@�@.+2"#/364%&""#$�C4=$D"#$   (C7<�.H

/#@#$8)I#,#-(*$02B�#-364(�012+C�6@.)$&%-#"$).15I#"&6(%$#?

%,&!!#�3645#">=7(72$.1 +6-�2"5#"�.H-&!/#@#$8)I#3:/G�("D6"#$

7D6B&6)#!E<$"D5364 

 
3. !#� D5&-).1(".1- B42! 

��=)* #@B2! P.J.J. McNerney >,? Ning Zhang [9] 364",�# 89!* #@
5I#(:A���"#$/�&=/�<�"#$=$GJ#"#$ (%012* #@:,26K&->,?*D +2(2/ ��
/K#%).1 (:A�2&�7$#-��(*$02B�#-@#(�e7 j91!364�I#(/�2>� *D6 DE."#$��
"#$=$GJ#"#$6&!",�# (��� "#$��4 DE."#$:$&="#$*4�C#(/4�)#!>==@&,7D%#)] 
(%012��4B42@G,7#@=$D=)=$$()#F,"$?)=).13645#""#$+5@7.>==6.+2(2  +6-
"#$7&6/D��5��"#$/�!@2=(/4�)#!>==jD!("DH,%#)] 3@�/#@#$852!C$02"#$52!
).1��4"#$:$&=:$<!@#5#" DE."#$*4�C#(/4�)#!>==@&,7D%#)]  j91!��=)* #@�.H364
�I#(/�289!"#$M9"f#"#$)6/2= 2 C,&""#$ +6-��4+:$+7*2,*4�C#(/4�)#!
*02 6.(2/2#$] >,? 32(2e�(2/325.(2e�32(2 *D +2(2/ (u$@( $D�*  (INSIGNIA 
QoS framework) K#-�74+C�6+5@7.).1C,#"C,#-    5#""#$M9"f#%= �# 32(2e�
(2/325.(2e�32(2 @.:$?/D)EDK#%6." �#��64#�2&7$#"#$/�!>%e*("e7   >@4 �#$?6&=
B2!F,).1$&=5?>7"7�#!"&� :$D@#J"#$+C,6>,?$?6&="#$*<"*#@).12-G���
(*$02B�#-74�>==  "#$C#5<67�23:/G�"#$��43g=$D6B2!"#$*4�C#(/4�)#!>==jD!
("DH,%#)]>,?@&,7D%#C] ).1@."#$:$&=7& 3:7#@=$D=)B2!(*$02B�#- 
 ��=)* #@�.H3642ED=#-89! 32(2e�(2/325.(2e�32(2 �#(:A�*D +2(2/
(u$@( $D�* ).122">==@#(N%#?/I#C$&=@#(�e7(2/32%.(=/ (MANETs IP-based) 
j91!/�&=/�<�/2!$?6&=B2!*D +2(2/ : /�!"#$52!(%012)$#uuv*).1* #@/I#*&L
@#">,?"#$/�!).16.).1/<6 (best-effort delivery) /I#C$&")$#uuv*).1@.* #@/I#*&L
3@�@#" 32(2e�(2/325.(2e632(2e�32(28G"22">==@#�C4@.* #@(=#>,?"#$
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:$&=:$<!(%01272=/�2!"#$(:,.1-�>:,!��(!012�3BB2!(*$02B�#->,?$G:>==
"#$(*,02�).1 /�2!7�2"#$(:,.1-g�>:,!>==36�#@D"��/K# ?(*$02B�#->,?
+*$!/$4#!  +6-��42D�>=�*D +2(2/ (in-band QoSs) 5#""#$C�2C42@B42@G,��
/� �).1(%D1@(7D@B2!uv,6]32%.��)<"k>%e*("7 [9] 
 
 N. Purohit, R. Sinha >,? K. Maurya [10] 364M9"f#"#$,&"fJ?"#$
:$?(@D�"#$)DH!>%e7("e75#""#$/�!7�2B42@G,B2!"#$+5@7.>==>=,e*+g,>,?
(5,,.1uv�  ��(/4�)#!).1�I#3:/G�(/4�)#!).1FD6(2e�)G(2e� (end-to-end) +:$+7*2,).1
��4��"#$* =*<@* #@>22&6  +6-"#$+5@7.�.H(:A�3:7#@+%$+)*2>,?-&!@.
F,"$?)=$4#->$!7�2)$G%<)B2!"#$:v6"#$3C,B2!,G: (���"#$3C,B2!).j.%.
>,?"#$5&6"#$* #@>22&6"#$3C,B2!-G6.%.  (%012* #@/@=$GJ]��=* #@�.H364
%D5#$J#"#$+5@7.>=,e*+g, ).1@.F,"$?)=7�2"#$(:v6"#$3C,B2!,G: ",�# *02
(C@02�"&=F,"$?)=B2!"#$+5@7.>==(5,,.1uv���"#$:v6"#$3C,B2!,G:   
+6-364M9"f#"#$+5@7.5#""#$)6/2=).1��4(2e�(2/)$.>,?@."#$>/6!89!:$D@#J
* #@(/.-).1("D6B9H� j91!2#5>/6!89!* #@:$?C,#6�5 (���"#$(%D1@B9H�B2!5I#� �
"#$+5@7.B2!(*$02B�#-3$4/#->26g2* ).1@.* #@"$?C#-)<""#$3C,C,#-g2:
>,?"#$>/6!89!)<")$&%-#"$��4��"#$3C,C�91!g2u 3@�/#@#$85?6&"5&=364
5#"(5,,.1uv�>,?>=,e*+g, (���$?=="#$>=�!%#$]7D�&�).13@�%9!:$?/!*]2-�#!
�&6(5� *02-&!%D5#$J#@#7$).1 ()�# ().-@>,?5I#� �*$&H ! (N,.1 -B2!g2:/]
/I#C$&=>%e*("7).1364$&=(:A�@#7$"#$).1@.:$?/D)EDK#%).1/I#*&L/I#C$&=$?==
K#-�74"#$+5@7.  2-�#!3$"e6.",3","#$7$ 5/2=).1/$4#!��+C�6B2!(*$02B�#-
@#(�e7  7#@,I#6&=).1$?=<>,?>-"+C�6).1(Ce�>"�7& 5#"(*$02B�#-    =#!"#$
($.-!,I#6&=B2!>$!"$?7<4�B2!",3",2#5$ @2-G���(*$02B�#-"#$=&!*&=��4* #@
$� @@02$?C �#!)<"+C�6��(*$02B�#-@#(�e7 (%012:$&=:$<!:$?/D)EDK#%(*$02B�#-
+6-$� @ [10] 
 "#$(,02"FG4�I#B2!",<�@��"#$+5@7. (Group Leader Selection (GLS) 
attack ) +C�6).1(:A�2&�7$#-/#@#$8(:v6"#$+5@7.",<�@"#$6I#(�D�"#$*&6(,02"
FG4�I#+6-"#$C,2", !).13@����/@#�D"",<�@(���(6.- "&=/@#�D"��",<�@).15?(:A�
FG4�I#",<�@>@4 �#5?2-G��2"@&,7D>*/)$.  

"#$(�012@+-!).1C,2"C, ! (False link breakage (FLB) attack)
+C�6).1(:A�2&�7$#-/#@#$8(:v6"#$+5@7.74�3@4@&,7D>*/�.H +6-"I#C�6"#$
(�012@+-!"#$:$&=:$<!"$?= �"#$(�012@+-!/I#C$=,D!*]).1B#6��@&,7D>*/)$. 
"#$7&6>7�!",<�@FG4�I# (Group leader pruning (GLP) attack) +C�6).1(:A�2&�7$#-
/#@#$8(:v6"#$+5@7.@&,7D>*/)$.�.H+6-"#$7&6>7�!"D1!FG4�I#",<�@5#"@&,7D>*/)$. 

(2e@(2+26. . (MAODV Multicast Ad-hoc On-demand Distance 
Vector) [11]  *02+:$+7*2,*4�C#(/4�)#!>==@&,7D>*/ /I#C$&=(*$02B�#->26
g2* j91!(:A�>==36�#@D"+*$!/$4#!74�3@4).1��4$� @"&�C,#-FG4$&=).1(�012@7�2
/@#�D"��",<�@2#55?F�#�=#!+C�6).13@����/@#�D" +6-@."#$:$&=7& ).1$ 6($e 
��"#$(�012@+-!>==36�#@D"7#@(!012�3B "#$:$?@ ,F,71I# +2( �2$](g6��4
C�� -* #@5I#).171I#>,?"#$��4(*$02B�#-��$?6&=71I# j91!5?/$4#!@&,7D>*/)$.>==
/2!)DM)#!).1 ��4$�  @"&���"#$ (�01 2@7�2>C,�!).1@ #@&,7D>*/>,?FG4 $&= 
+*$!/$4#!@&,7D>*/)$.5?$&"f#",<�@/@#�D"��",<�@).1@.2-G�K#-��/� �(�012@7�2

B2!(*$02B�#- >7�,?",<�@@&,7D>*/+6-@.FG4�I#",<�@).1@.* #@$&=FD6�2=C02"#$
$&"f#C@#-(,B,I#6&=B2!",<�@(%012��4��"#$-0�-&� �#(/4�)#!�&H�@.* #@%$42@/�!
B42@G,(/@2 
  ��=)* #@�.H [11]   364/I#$ 5��D6"#$+5@7.).1>7"7�#!"&� ).1
(F�DLC�4#"&="$?= �"#$(2e@(2+26. .  j.1!5?$?=<>,?2ED=#-89!/#@+:$+7*2,
�C@�).1B9H�2-G�"&=+5@7.=�"$?= �"#$)I#!#�B2!(2e@(2+26. .  (��� "#$+5@7.
>==5.>2,(2/ (Group Leader Selection (GLS)) , (2u>2,=. (False Link 
Breakage (FLB)) >,? (Group Leader Pruning (GLP)) +6-3645I#,2!
/8#�"#$J](%012>/6!F,"$?)=7�2:$?/D)EDK#%B2!(*$02B�#- j91!3645I#,2!"#$
)6/2=:$?/D)EDK#%(2e@(2+26. . K#-�74"#$+5@7.2-�#!C�&").1B2=(B7).1�CL�  
6&!�&H�59!(/�2>� )#!$&"f#* #@:,26K&-/I#C$&="#$+5@7.=�(2e@(2+26. . 5#"
"#$$?=<"#$+5@7. F,"#$5I#,2!>/6!�C4(Ce� �#"#$72=+74@.:$?/D)EDK#%>,?
@.:$?/D)EDK#%K#-�74"#$+5@7. +6-(N%#?2-�#!-D1!(@012().-="&=).13@�@."#$$&"f#
* #@:,26K&-B2!(2e@(2+26. . , 72=+74).1 (/�2:$&=:$<!%.6.2#$] (Packet 
Delivery Ratio (PDR)) "&= 85% *�#+2( �2$](g6��"#$* =*<@(%D1@(7D@(%D1@+6-
"#$72=+74"#$(/�2(%D1@*�#+2( 2$](g63=7]+6-2&7$#/� �89! 30% [11] 
 "#$+5@7./@$G4$� @*D6 ( Colluding Injected Attack CIA)  �2"5#"�.H
"#$+5@7.j.32(2��%0H�).1�",4(*.-!@.(:}#C@#-).15?)I#�C4(B4#�5FD6+C�6��"#$
7$ 5/2=>== �2)�]6�2" (+C�6).1��4��"#$7$ 5/2=%�7D"$$@5#"+C�6201� 
k ��%0H�).1�",4(*.-!) ��"#$$#-!#�2-�#!3@�-<7DE$$@+C�6+5@7. (+C�6).1
8G"742!) (:A�%�7D"$$@:$?/!*]$4#-��+C�6(%012�=4#� 
=)* #@�.H364�I#(/�2��"#$+5@7./@$G4$� @*D6j.32(2j91!����#-7$!B4#@C,&!5#"
).1/GL(/.-+C�6).18G"742! 5#"�&H�5?)I#"#$/$4#!+C�65I#,2!>,?@."#$�/�(B4#3:
��(*$02B�#-C,&!5#").1>-"+C�6).18G"=<"$<" 6&!�&H�59!3@�@."#$7$ 55&=+C�6201�  
5#"�&H���#-7$!B4#@5?�I#+C�6201�).1/@$G4$� @*D6"&=5I#,2!>==(%012(:v6"#$
+5@7.).1@. &78<:$?/!*](%012)I#�C4(B4#�5FD6"�2�C�4#�.H"#$7$ 5/2=$G:>==��
"#$$#-!#�+C�6+5@7.j91!(:A�+C�6).18G"742! �#(:A�2&�7$#-B2!@&� �2"5#"�.H
64 -"#$(:v67& "#$+5@7.*$&H!�.H@.+C�6:,#-)#!+6-M&7$G5?:}2!"&�3@��C4+C�6
:,#-)#!).1364$&=>%e"("e7�6 k 5#">C,�!).1@#59!5?3@�/#@#$872=",&=64 -
B42* #@�6 k   ��/8#�"#$J](����.H@#2#5/$<:364 �#+C�6:,#-)#!*02).1(B4#3@�
89! F,"#$5I#,2!>/6!�C4(Ce� �#$G:>=="#$7$ 5/2="�2�C�4#�.H2#55?@."#$
�I#(/�2FD6 +6-"#$+5@7.B2!>==/@$G4$� @*D6 [12] 
 (52#$]-(2/(2e�6.-"#$*4�%=(%012�=4#�$=" �-06C-<��:,26K&- (JR-
SND  jamming-resilient secure neighbor discovery)   , "#$*4�%=(%012�=4#�
$=" �-06C-<��:,26K&-/I#C$&=+*$!"#$@#(�e7(2/7#@,I#6&=*,01�"$?5#-
+6-7$!>,?"#$>%$�"$?5#->==/<�@$C&/"�2�"#$"$?5#-22"3: +6-(52#$]-(2
/(2e�6. �� -�C4+C�6B4#!(*.-!).15?*4�%=2-�#!:,26K&-j91!"&�>,?"&�64 -* #@
��#5?(:A�).1*$2=!I#>@45?@."#$:$#"o7& B2!FG4).1>)$"2-G�)&1 3:)<"C�)<">C�!   
��=* #@�.H364�I#(/�2(52#$]-(2/(2e�6., +*$!"#$).12-G�=�%0H�^#�6.(2/(2/(2/
>,?"#$>%$�"$?5#-$C&/"�2�"#$5&6"$?5#-(%012�C4("D6"#$*4�%=(%012�=4#�
$=" �-06C-<����@#(�e7(2/ +6-(52#$]-(2/(2e�6. /#@#$8(:v6��4!#�)&H!/2!
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+C�6B4#!(*.-!).15?:$?/=* #@/I#($e5��"#$*4�%=201� k >7�,?*�@.* #@
��#5?(:A�).1*$2=!I#>@45?@.2-G�)&1 3:)<"C�)<">C�!FG4).1>)$"(B4#/G4(*$02B�#-   

  
$G:).1 7  Byte overhead for authentication [13] 

 
$G:).1 [13]  �C43=7]+2( 2$](g6).1("D65#""#$* =*<@+2( 2$](g6(%D1@(7D@j91!(%D1@
+6-"#$72=+74).1(/�2 (�012!5#"��"#$* =*<@"#$7$ 5/2=>%e*("e7>,?B�#6
).1(%D1@B9H�"#$* =*<@>%e"("e7 (:$.-=().-="&=).13@�@.C,&":$?"&�B2!(2e@(2+26. . 
+2( 2$](g63=7], 72=+7464 -"#$:$#"o7& B2!/2!).17D67#@, (%D1@+2( 2$](g6
3=7]+6-2&7$#/� �89! 30% j91!802(:A�*�#).1/#@#$8-2@$&=364  ).1>/6!�C4(Ce�89!
"#$+5@7.).1@.F,"$?)=@#"(@012().-="&=:$?/D)EDK#%B2!+:$+7*2, [13] 
 =)* #@�.H�I#(/�2"#$M9"f#B2!"#$��4/2!*<J/@=&7D"#$7$ 5/2= 
(%0127$ 5/2="#$("D6B9H�B2!"#$+5@7.(2e�(2(2/(2u=�@#(�e7 +6-/@@7D^#�
%0H�^#�B2!"#$/0=/ �742!2#M&-* #@5$D!).1 �#C,&"^#�)#!(*$02B�#-).1@."#$
=&�)9"2-�#!8G"742!>,?("e=$&"f# (%012�I#@# D(*$#?C]B42@G,��)#!"oC@#- "#$
7$ 5C#*<J/@=&7D7#@"#$ D(*$#?C])#!/8D7DB2!3u,] 326.(2/ ,�2"(6.(2u-1) 
IDS log (DF-1) >,?B42@G,2&7$#"#$3C, (6.(2u-2) (DF-2)  2&7$#/� �"#$
7$ 5/2=( ,#>,?2&7$#"#$7$ 55&=()e5).1��4��"#$:$?(@D�:$?/D)EDK#%B2!
"#$7$ 5/2=(2e�(2(2/(2 5#"F,"#$5I#,2!>/6!�C4(Ce� �#K#-�74$G:>=="#$
+5@7.).1>7"7�#!"&�$ @(B4#64 -"&�6.(2u-1 >,? 6.(2u-2  @.* #@/#@#$8��"#$
/�!@2="#$7$ 55&="#$+5@7.).1(�012802364B2!(2e�(2(2/(2 [14] 
 ��=)* #@�.H364",�#89! C,&"^#�)#!(*$02B�#-*02"$?= �"#$5&=
K#%, "#$=&�)9">,? D(*$#?C](C7<"#$J]).1("D6��(*$02B�#- (%012*4�C#>C,�!).1@#
B2!"#$+5@7.C$02(C7<"#$J]:;LC#).1("D6B9H�201� k ��=)* #@�.H364@<�!(�4���"#$
 D(*$#?C] j91!3647$ 5/2=>,?5I#,2!"#$+5@7.(2(2/(2e@��$G:>==B2!($#).1
7$ 5/2=%#$#@D(72$] ��"#$+5@7.)&H!/.1$G:>== >==7�#!k  �2"5#"364
�I#(/�2$G:>=="#$ D(*$#?C]C#$G:>==(N%#?B2!"#$5$#5$+5@7.(2(2/(2u   
F,,&%E]��"#$%&'�#�.H/#@#$8�� -��"#$ D(*$#?C]7$ 5/2=)#!64#�C,&""#$
 D)-#M#/7$]B2!(*$02B�#- 7$ 5/2= �#@.* #@FD6:"7D��"#$5$#5$>,?3@� �#
FD6:"7D*02"#$+57.(2(2/(2u  "I#C�6( ,#��BJ?).1"#$+5@7.5?($D1@74� [15] 
 +5@7.>== 2$]@+g,(:A�C�91!��2&�7$#-@#").1/<6��"#$$&"f#* #@
:,26K&-5#""#$+5@7.=�(*$02B�#-3$4/#-@#(�e7  )4#-/<6B2!"#$>"4:;LC#).12-G�

B2!"#$+5@7.>== 2$]@+g,��@#(�e7 @.* #@-#"��"#$6I#(�D�"#$7$ 5/2=
:$?/D)EDK#%��"#$)I#!#�).16.  +6-��=)* #@�.H364�I # (/�2$ =$ @
(:$.-=().-=>,?"#$ &6,&"fJ?"#$7$ 55&= 2$]@+g,B2!2#$]).). j91!"#$��42#$]
).).$?=<"#$+5@7.5#" 2$]@+g, >,? &6,&"fJ?"#$(*,012�).1).1$ @(B4#3:��
+C�6(%012�=4#�5#"$#-"#$).1��#/!/&- +6-"#$5I#,2!"#$)6/2=364>/6!89!
+*$!/$4#!).1/#@#$8=$$,<2&7$#"#$7$ 55&=).1/G4!>,?* #@8G"742!��"#$(702�
K&- 

+6-��=)* #@�.H3642ED=#-89! 2#$]).). ( round trip time  (RTT)  ) 
$?C �#!/2!+C�6 5?)I#"#$%D5#$J#@#"-D1!B9H� +6-7$ 5/2=C@#-(,BB2!
(%012�=4#� 84#*�#B2!5I#� �(%012�=4#�@#"" �#5I#� � 5I#� �(N,.1-(%012�=4#� 
+6-84#*�#@#"" �#*�#(N,.1- 5?8G"/�!/&- �#@."#$(�012@+-! 2$]@+g/]2-G����&H� [16] 
 Po-Chun TSOU [16] ��=)* #@�.H364�I#(/�2)6/2=* #@
:,26K&-+:$+7*2,*4�C#(/4�)#!6.(2/2#$]  ).1@.�012=.6.(2/2#$] (BDSR (Baited-
Black-hole DSR)) +6-=.6.(2/2#$] 7$ 5/2=>,?C,."(,.1-!"#$+5@7.>==>=,�
*+g,).12-G�=�%0H�^#�B2!"#$$ @+*$!/$4#!>==+:$>2*).u>,?$.>2*).u��
(*$02B�#-3$4/#-@#(�e7 j91!��4"#$5I#,2!(/@02�5$D!>,?��4).12-G�:,#-)#!+6-
(C-012).1(:A�2&�7$#-5?72",&=*I#$42!2#$]2#$]2.%. ��=)* #@�.H@.B42(/�2>�?��
"#$$ @(2#B426.B2!"#$7$ 55&=>==+:$>2*).u).1/#@#$8C,."(,.1-!(%.-!�5
+*$!/$4#!>==$.>2*).u).1:$?/=* #@/I#($e5��"#$+5@7.>=,�*+g,��
$?-?>$" ).1(C�02" �#�&H�*02"#$72=/�2!:oD"$D-#).1/#@#$8,6"#$/GL(/.-B2!
)$&%-#"$364  +6-��4"#$5I#,2!64 -(*$012!@02* &,(�e7 (QualNet) >,?
(:$.-=().-==.6.(2/2#$] "&="#$7$ 55&=>== �2)j]6�2" =�C,&""#$)I#!#���
"#$/�!>%e*("e7>,?*�#+2( 2$](g6B2!+:$+7*2,*4�C#(/4�)#!6.(2/2#$] j91!
F,,&%)E]"#$5I#,2!�.H>/6!�C4(Ce�89!:$?/D)EDK#%).16.B2!=.6.(2/2#$] ��
C,&""#$/�!>%e*("e7).16.B9H�>,?3@�@.("D6*�#+2( 2$](g6@#"��(*$02B�#- "#$%&'�#
7�25?@."#$(%D1@:$?/D)EDK#%>,?"#$7$ 5/2==.6.(2/2#$]  +6-5?)I#"#$M9"f#
+:$+7*2,).1/#@#$874#�)#�"#$+5@7.>==>=,�*+g,>,?"#$+5@7.>==("$-]
+g, 

 
$G:).1 8   "#$/�! 2#$]2#$]2.*D B2!(C-012 [17] 
 

��=)* #@�.H364�I#(/�2,&"fJ?)I#!#�B2!=.6.(2/2#$] �# (@012+C�6
74�)#!($D1@)I#"#$*4�C#(/4�)#! 5?)I#"#$"#$?5�#-(C-022#$]2#$]2.*D   ).12-G� 
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7#$#!).1 1. 7#$#!(:$.-=().-="#$+5@7. 
  

    Do
S 

M
od
ifi
ati
on
 

Im
pe
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on
ati
on
 

Fa
br
ica

tio
n 

Bl
ac
k-
Ho

le 

W
or
mh

ole
 Ru
sh
ing

 

Je
lly
fis
h 

Fl
oo
din

g 

                      

Pr
oa
cti
ve
 

DSDV √ √     √ √       
SEAD         √         
WRP                   
CGSR                   
STAR                   
OLSR √       √ √       
SLSP                   
FSR                   
HSR                   
GSR                   

                      

Re
ac
tiv
e 

DSR  √ √ √ √ √ √   √ √ 
AODV √ √ √ √ √ √ √ √ √ 
AVR                   
SSA                   
FORP                   
FLBR                   
TORA                   
ABR             √     
LAR                   
ARAN         √ √ √     

SPREAD                   
                      

Hy
bri

d 

CEDAR                   
ZRP                   

SRP             √     
ZHLS                   
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(:}#C@#-B2!2#$]2#$]2.*D 8G"/<�@ (/@02�>,?3@�@.2-G�5$D! (%012C,."(,.1-!(*$02B�#-).1
(7e@3:64 -2#$]2#$]2.*D  5#"�&H�=.6.(2/2#$])I#C�4#).1(C@02�"&=2#$]2#$]2.*D B2!6.
(2/2#$]     2#$]2#$]2.*D 5?/�!"$?5#-2-G����� !( ,#C�91!()�#�&H�  j91!/#@#$8��4
:$?+-��]5#"*<J/@=&7DB2!"#$+5@7.>==>=,�*+g,).1/#@#$8C,2"C#
(/4�)#!)./&H�).1/<6>,?/�!B42@G,",&=3:-&!+C�6+6-7$!  +C�6).1(:A�(C-02>=,�
*+g,72=",&=2#$]2#$]2.*D 5#"",3",�.H (%$#?2#$]2#$]2.*D @.* #@/#@#$8��
"#$>/6!).12-G�B2!+C�6).1(:A�2&�7$#-C,&!5#""#$:$&=(:,.1-� +6-5?/#@#$8
).15?7$ 55&=+C�6��(*$02B�#-���� !( ,#).1"I#C�6  BJ?).1(C-0122#$]2#$]2.*D 
"I#,&!/�!>,?"I#,&!$&=5#"+C�6:$?/!*]$4#- j91!@."#$24#! �#@.B42@G,(/4�)#!3:
-&!).12-G�(/@02�>,?).1:,2@6&!$G:).1 [17] 
 ��=)* #@�.H364",�# 89!* #@:,26K&-B2!+:$+7*2,*4�C#
(/4�)#!(2+26. .��(*$02B�#-3$4/#-@#(�e7j91!@.7$ 5/2=+6-"#$$?=<F,"$?)=
B2!"#$+5@7.>==u,&66DH!  "#$+5@7.�.H��+:$+7*2,(2+26. .8G"5I#,2!(*$02B�#-
��(2e�(2/-)$. j91!�C4F,,&%E]).1*,4#-"&�+:$+7*2,6.(2/2#$] @.B42/&!("7 �#"#$
:$#"o7& B2!+C�6:$?/!*]$4#-��(*$02B�#-@#(�e7).1%,&66DH! @.F,"$?)=7�2
:$?/D)EDK#%��(*$02B�#-3$4/#->,?/#@#$8)I#C�4#).12."2-�#!C�91!��"#$*<"
* #@:,26K&-).1/I#*&L 5#""#$5I#,2!/#@#$8/$<:364 �# F,"$?)=5#"u,&6DH!
��(*$02B�#- @.*�#(N,.1-$42-,?B2!>%e*("e7).1/GLC#- *�#(N,.1-+2( 2$](g6��"#$
*4�C#(/4�)#! >,?*�#(N,.1-* #@742!"#$>=� D6E] ).1(%D1@B9H�59!,6"#$/�!F�#�
(*$02B�#-+6-$ @ j91!",3""#$7$ 5/2=).1(B4@>Be!5?742!6I#(�D�"#$��+C�6).1
(*,012�B2!(*$02B�#-@#(�e7(%012"#$$?=<>,?>-"5#"u,&66DH!).18G"=<"$<"+C�65#"
(*$02B�#- "#$($.-!,I#6&=B2!",3">$!).12#58G"5&67&H!B9H���(*$02B�#-).1@."#$
=&!*&=��4* #@$� @@02$?C �#!)<"+C�6��(*$02B�#-@#(�e7  (%012:$&=:$<!
:$?/D)EDK#%B2!(*$02B�#-+6-$ @ [18] 
 C. King Sun [91] 364M9"f#"#$+5@7.>==3=(j�3)�] 2$]@+g,(:A�
C�91!*<"*#@"#$+5@7.* #@:,26K&-��+)$M&%)]@02802(*$02B�#->26g2* j91!"#$
>"4:;LC#).1@.2-G�/I#C$&="#$+5@7. 3=(j�3)�] 2$]@+g,@<�!(�4�3:).1F,"$?)=
B2!"#$+5@7.=(j�3)�] 2$]@+g, (��� "#$)DH!>%e*("e7>,?7$ 55&=(:,.-�
>:,!>%e*("e7B2!3=(j�3)�] 2$]@+g,  ��=)* #@�.H364%-#-#@).15?7$ 55&=
"#$+5@7.3=(j�3)�] 2$]@+g,+6-7$! j91!364�I#(/�2��"#$7$ 5/2=* #@
FD6:"7D$G:>=="#$(:,.1-�>:,!(*$02B�#- j91!�I#@#5#""#$+5@7.B2!=(j�3)�]
 2$]@+g, 64 -"#$7$ 55&="#$+5@7.=(j�3)�] 2$]@+g, +6-(�012@+-!K#-�74
"#$+5@7.3=(j�3)�] 2$]@+g, /#@#$8C,."(,.1-!3642-�#!/@=G$J]��$?C �#!
B&H�72�"#$"I#C�6(/4�)#!>,?59!5I#"&6 F,"$?)=5#""#$8G"3=(j�3)�] 2$]
@+g,�C4�42-).1/<6 F,"#$5I#,2!>/6!�C4(Ce� �#+*$!"#$/#@#$8=$$,<2&7$#
"#$7$ 55&=/G!>,?* #@8G"742!B2!"#$(702�K&- "#$6I#(�D�"#$7#@+*$!"#$
B2!($#-&!(:A�).1($.-=!�#- [19] 
 
 
 
 

 
4. /$<:F,>,?>� )#!"#$%&'�# 

()*+�+,-.(*$02B�#-3$4/#->26g2* (MANET) (:A�$?==(*$02B�#-3$4/#-).1

/#@#$8>,"(:,.1-�B42@G, >7�@.B425I#"&664#�* #@(/.1-! * #@:,26K&-��"#$/�!

B42@G,$?C �#!(*$02B�#- (�012!5#"+C�6).1��4��"#$/012/#$/#@#$8(*,012�).1364

(:A�2D/$?C$02"#$"$?5#-/&LL#J ).1)I#�C42#58G"+C�6).13@�:$?/!*]6.)I#,#-

C$02B+@-B42@G, ��(*$02B�#-3$4/#->26g2* 

��=)* #@�.H@<�!(/�2,&"fJ?"#$*4�C#(/4�)#! "#$+5@7.(*$02B�#-3$4/#->26
g2* >,?"$?= �"#$C#(/4�)#!).1:,26K&-5#""#$+5@7.��$G:>==7�#!k 
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